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(57) Abstract: A commercially 
viable solution for providing an 
asset management system that 
provides for accessing assets, 
..tracldng location of assets, 
managing OSHA compliance 
of the assets, and monitoring 
impact of the assets. The 
asset management system may 
utilize system architecture 
having intelligent wireless 
devices associated with the 
individual assets. The use of 
intelligent wireless devices 
allows for the asset management 
system to operate and maintain 
functionality substantially 
without loss of data in the event 
of a loss of communication 
between the wireless devices 
and a management computing 
system via a network, including 
an out-of-range condition of the 
wireless devices with respect to 
a local monitor. 
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SYSTEM AND METHOD FOR MANAGING A REMOTELY LOCATED ASSET 

CROSS-REFERENCES TO RELATED APPLICATIONS 

This Application for Patent is a Continuation-in-Part of Co-Pending Patent 
AppUcation having Serial No. 10/043,361 filed on January 8, 2002, and further claims the 
benefit of priority from, and hereby incorporates by reference the entire disclosure of, co- 
pending U.S. Patent Application 09/804.909. filed March 13. 2001 and having Publication 
No. 2001/0037298 pubUshed on November 1. 2001. which is a continuation-in-part of U.S. 
Patent Application 09/315.071. filedMay 19. 1999, now abandoned. 

BACKGROUND OF THE INVENTION 

Tftp.bnical Fi ^l^ "f the Invention 

The principles of the present invention are generally directed to managing assets via a 
wireless communications ^em, and. more specifically, but not by way of limitation, to a 
system and method for providing access to an asset, tracking location of the asset, managmg 
OSHA compUance of the asset, and monitoring impacts of the assets. 

Descri ption nf Related Art 

The main assets of a business organization include buildings, equipment, people, 
money and data. Data assets are acquired, used, and maintained in the same manner as any 
other asset, and might include information regarding the other assets. Such assets can be 
mobile or fixed, tangible or mtangible assets. Fixed assets may include equipment (e.g.. 
manufacturing equipment), buildings, and fixtures. Mobile assets may include battery- 
powered or unpowered machines, such as forklifis. cars, boats, airplanes, loading equipment, 
raihoad cars, and even small parcels, containers, letters, and even people. It should be 
undekood that fixed and mobile assets may be personal, commercial, and/or military assets. 
Businesses must "manage" such assets to accompHsh their business pmposes. 

The management of such assets includes financial, accounting, marketing, and 
regulatory issues, to name a few. related to the use of such assets for a particular business. 
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infrastructure and the asset communicator is not operating properly, many features of the asset 
communicator become inoperative. A useful asset management system must continue to 
manipulate the data as described above regardless of the loss or intennittent operation of the. 
communication links and, therefore, requires a wireless communication architecture that 
faciUtates the manipulation of this data. For example, an asset management system for 
vehicles might include access control data for authorized operators. However, as 

previously discussed, conventional communications systems utiUzed for asset management 
purposes require a communication link be estabUshed between the asset communicator and 
the central computing system. Hence, the asset management system must utilize a wireless 
communication architecture that is not fully dependent upon instantaneous or active 
communication between the central computer and the asset communicators. 

As indicated above, asset management systems and their associated wireless 
communications systems are developed and operated in the context of a specific business to 
resolve specific business problems. Continuing with the example of a mobile asset or vehicle 
(e.g. a forklifl) and an asset- communicator attached to the vehicle that processes access 
control for the vehicle, a manager of a fleet of vehicles is generaUy interested in assuring that 
the vehicles are operated by a group of employees having the approval to do so at certain 
times of the day and on certain days of the week to generate a list of "approved operators" that 
have access to a vehicle at a specific time. Thus, the asset management system includes a 
database of the approved operators that is checked when the operator logs in and starts the 
vehicle. Because conventional wireless communications systems rely on the communication 
link between the asset communicator and the central computing system, the database of the 
approved operators is maintained at the central computing system and accessed in the event of 
a login request to verify and grant access by the operator. 

In the case of tracking vehicles, the business goal is to detemiine not only the precise 
location of the vehicle, but also the route that the vehicle traveled to reach a particular 
location. Utilizing asset communicators that require an active link between the mobile 
wireless device and the central computing system becomes problematic for these and other 
particular business issues due to frequent or infrequent failures of any link between the asset 
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loss of communication between the wireless devices and a management computing system via 
a network, including an out-of-range condition of the wireless devices with respect to a local 
monitor. 

The principles of the present invention are generally directed to providing access to 
assets, tracking location of assets, managing OSHA compliance of the assets, and monitoring 
impact of the assets. With regard to providing access to assets, a system and method are 
provided. The method provides for access to an asset by an operator, including receiving an 
operator identifier. A group identifier associated with the operator identifier may be 
detennined, where the group identifier is indicative of a group that the operator is a member. 
Based on the group identifier, a detennination may be made as to whether the operator is 
authorized to utilize the asset. Access to the asset may be provided to the operator in response 
to successfully determining that the operator is authorized to utilize the asset. 

With regard to tracking location of the assets, a system and method are provided, 
where the system includes a wireless device coupled to an asset and operable to perform 
location tracking of the asset being monitored by an asset management system. The wireless 
device may include a receiver that is operable to receive communication signal(s) fi-om the 
asset management system. A processor operating in the wireless device may be in 
communication with said receiver and be operable to receive the communication signal(s). 
Software executed by said processor may be operable to calculate position of the asset based 
on the received communication signal(s). A storage unit may be in communication with the 
processor and be operable to receive and store the calculated position of the asset. 

With regard to managing OSHA compliance of the assets, a method and system are 
provided, where the method includes utilizing a wireless communications system having a 
wireless infrastructure and a wireless device associated with a mobile asset. An operator 
identifier may be received from an operator of the mobile asset. The operator may be 
prompted a question related to operational status of the mobile asset for the operator 
independent of an active communication link between the wireless device and wkeless 
infrastracture. A response to the question may be received and stored. In one embodiment. 
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generated. The event counter value may be stored in association with infoimation related to 
the operator. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the method and apparatus of the present invention 
may be obtained by reference to the following Detailed Description when taken in conjunction 
with the accompanying Drawings wherein: 

FIGURE 1 is an exemplary block diagram of a robust voteless communications system for 
performing asset management accordmg to the principles of the present invention; 
HGURE 2 is a more detailed block diagram of the robust wireless communications system of 
FIGURE 1; 

FIGURE 3 is another exemplary block diagram of the robust wheless communications system 
of HGURES 1 and 2; 

HGURE 4 is an exemplary interaction diagram for performing downlink and uplink 
communications between components of the robust wireless communications system of 
FIGURES; 

FIGURE 5 is an exemplary interaction diagram for performing immediate communications 
between the components of FIGURE 3; 

FIGURES 6A and 6B are exemplary databases operating in the robust wireless 
communications system of FIGURE 3 ; 

FIGURE 7 is an exemplary flow diagram for communicating data in the robust v^mreless 
communications system of FIGURE 3; 

FIGURE 8 is another exemplary flow diagram for communicating data in the robust wireless 
communications system of FIGURE 3; 

FIGURES 9A and 9B are exemplary flow diagrams for performing uplink communication on 
the robust wireless communications system of HGURES 3, 4, and 6B; 
FIGURE 10 is a graphical representation of entities associated with the robust wireless 
communications system of FIGURE 3 and relational databases associated therewitii; 
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™nisan«e»p,a.nowa..^<^-e„.i»ins ana provides a^-^^^^^ 
as., for an opera»r « ^ robu. wWes. oo— a.ons sy^en, of FIGURES 3. 4. 

™ n is an exemplar, flow dia^a. aeacribin, a,.eHns s,.- pa— «>r ^ 
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™ ,3 . an .e„P>a. now .a.a. fo. ... ^ ^ ^ ^ 
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utuizauonmoi & . p , ^^wip asset having a power monitor for 

FIGURE 14 is an exemplary illustration of a mobile asset havmg 

monitoring power usage according to HGtlRE 13; v,^,,^ 

rj;^ 15 is an exemplary chart indicating vehicle usage during the course of a 24-hour 

tinieperiodontherobustwirelesscommunicationssystemofFIGURE3; 

timepenodon exemnlary flow diagram for determmmg and 

FTGTIRES 16A and 16B represent an exemplary uu 

FIGUREb utilizing the robust wireless communications system of 

communicating position of an asset utilizing the ro 

nGURES3-5and6B; ^„™o the OSHA compliance utilizing 

FIGURE 17A is an exemplary flow diagram for performing the OSim 
the robust wireless communications system ofFlGURES 3-5, 6A and 6B; 

^^T. is an exemplary bloc, diagram for integrat.g a checlcHst database and 

— ™^^°T:rir^^^^ .-ion .t th. may be 

HGURE 17C is an exemplary tree structure rep 

„.„i^ by *e aasc con»— ctHGi;BE 1 «> a* quesnons a.rec.ed .0 OSHA 

. «en.p.a. flow dia^an. p.viain« a .oc«s fo, p« .o-way 
• „ the robust wireless communications system of HGURE 3, 

:t::p.a.flowcba« 

^ *e robust wireless co«»vmica,ions sys,«n of FIGURES 3. 4. and 6B; 

™ - dia^an. providing for a process of ebans^S ^ 

™wifl. a Carsed banery utili^ins ^ wireless oonnn»nica.ons sys-en, of 

HGURES 3-5, 6A, and 6B; 
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HGURE 21 is a typical working environment for a mobile asset utilizing the robust wireless 
communications system of FIGURE 3 to charge and replace a battery; 

FIGURE 22 is a top view of an exemplary mobile asset of FIGURE 1 capable of measuring 

impact of the mobile asset; 

FIGURE 23 is an exemplary flow diagram for monitoring of an impact to the mobile asset of 
FIGURE 21; 

FIGURE 24 is an exemplary block diagram indicative of a method for managing scheduled 
maintenance of assets utilizing the robust wireless communications system of HGURE 3 and 
communication technique of FIGURE 4; 

FIGURE 25 is an exemplary embodiment of the wireless infrastructure of HGURE 1 for 
providing wireless communications on a remotely populated fleet of assets, such as railcars; 
and 

FIGURE 26 is an exemplary flow diagram for managing the remotely populated assets 
utilizing the robust wireless communications system of FIGURE 3 . 

1.1.1.1.1.LIST OF TABLES 
TABLE 1. Vehicle Information; 
TABLE 2. Operator Information; 
TABLES. Group Inforaiation; 
TABLE 4. Vehicle Utilization Information; 
TABLES. Vehicle Location Information; 
TABLE 6 A. OSHA Question List Details; 
TABLE 6B. Vehicle Profile Information; 
TABLE 7. Low Battery Information; and 
TABLES, hnpact Information. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Asset management and tracking has become an important issue for large and small 
companies due to financial considerations, customer concerns, and governmental regulations. 
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wireless infrastructure irrespective of the communication link between the central, computing 
system and wireless infrastructure. In the uplink direction, the asset communicators are able 
to receive data from the asset and/or generate data without an active communication link with 
either the wireless infrastructure and/or the central computer. Upon the communication link 
between the asset communicator and wireless infrastructure becoming estabHshed, the data 
may be uploaded to the wireless infrastrucUire, stored therein, and further uploaded from the 
wireless infrastructure to the central computing system upon a connection being established 
thereto. 

To enable synchronization of the downlink and uplink between the central computmg 
system, wireless infrastructure, and asset communicators, transaction codes maybe applied to 
individual datasets or data records. By applying fransaction codes that are temporal (i.e., 
based on time of creation), the sjoichronization process may be maintained even if a 
communication failure occurs during synchronization of the data by determining the 
transaction codes that exist in the different locations, and continuing synchronizing therefrom. 
On the downlink communication, the transaction code is used to indicate the most up-to-date 
data. On the uplink communication, the transaction code is used to create a unique key for 
ensuring the integrity of data such that the order and uniqueness of each dataset is maintained. 

In the central computing system, datasets may be generated by a supervisor or operator 
who enters new data or edits existing data to download to the asset commumcator(s). The 
asset communicators operate in an inteUigent manner by, in general, forming data records 
based on events or based on receiving data from an operator interfacing with the asset 
communicator. One example of an event may include a vehicle operator logging on, 
performing various duties with the vehicle, and logging off. Upon logging off; because the 
asset communicator is inteUigent, a summary of operational information (i.e., dataset) that a 
customer desires may be generated, applied a transaction code, and stored on the asset 
communicator. The dataset, including the associated transaction code, may thereafter be 
transmitted to the vidreless infr astructure and/or be used by the asset conmiunicator to make 
decisions about fixture transactions (e.g., re-use of previously entered data, such as an OSHA 
checkUst, for ftiture operator(s)). 
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the local monitors 1 10 may overlap (as shown by the cells 11 Id-lll f) or not (as shown by the 
cells lllb-lllc) depending on the particular business needs and the space to be monitored, 
men more than one local monitor 110 is utilized, they may be positioned to cover a larger 
and/or more asymmetric service area as defined by the particular needs of the business. For 
example, a multiple cell 111 structure may be designed to cover all the areas of a 
manufacturing faciUty that miglit be visited by a forklifl 105. including both pemiissible and 
prohibited areas for a particular forklift operator. 

The local monitors 110 have the ability to use directional antennas, as understood in 
the art, and/or dynamically change coverage range to cover certain areas. To dynamically 
change coverage range, the local monitors 110 may be software controlled to adjust 
transmission power. In one embodiment, a variable attenuator may be utUized to reduce the 
amount of output power from a local monitor. The adjustment of coverage range may be 
utilized to further refine the location of assets. In another embodiment, a local monitor near a 
door, such as a warehouse loading dock door, may be configured to have a limited 
communication range for the immediate area in front of the door. 

It should be understood that the wireless architecture between the management 
computer network 1 15 and the local monitors 110 vary depending on the type of asset being 
managed for a specific business need. The local monitors 110 also have data processing and 
storage capability along with its wireless communication equipment. The local monitors 1 10 
may also be coupled via a network communication link 118 to other networks (not shown) 
such as, for example, the hitemet to a webserver 119 or wireless local area network. The 
webserver 119 may be accessed by a customer renting a vehicle or a manager of certain 
databases in the asset management system to inspect parameters and operating conditions of 
the system. 

The robust wireless communications system 100a also includes asset communicators 
120a-120d (collectively 120), each one associated with a specific asset, and in this 
embodiment, a forklift 105a-105d, respectively, for communicating with the local monitors 
120 via their associated asset communication links 130a-130d (collectively 130), respectively. 
The asset communication links 130 may be any fonn of wireless communication link 
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have multiple links open simultaneously with different local monitors 110, and use the best 
communication link for both uplink and downlink communications. 

Referring more specifically to the example of a forklifl operator above, in the robust 
wireless communications system 100a may be a multi-cell system as just described including 
a database that permits a specific forklift operator to be operating the forklift 105d in an area 
covered by the local monitor 1 lOf, but prohibits the same operator from driving that forklift to 
another area covered by the local monitor llOe. This part of the database is stored by the 
asset communicator 120d setting forth the permissible and prohibited areas of operation for 
that operator as soon as she identifies herself by logging-in to start the forklift 105d. If she 
drives the forklift 105d into the range of the cell llle, the asset communicator 120d' may 
determine its communication link status and communicate the presence and identification of 
both the forkhft and the operator to the local monitor llOe via the asset communication link 
130d'. The asset communicator 120d' may take active measures to alert the operator of the 
location violation and/or disable the forklift. Alternatively or additionally, the data would 
then be stored in the memory of local monitor llOe and processed to alert the operator of the 
violation, shut down the forklift 105d', and/or notify a supervisor of the breach by uplinking 
the data from the local monitor 1 lOe to the management computer network 115 via the local 
communication link (not shown), but only when that local communication link is established. 
As indicated above, the establishment of the asset communication links 130 is independent of 
the local communication link 117 to the management computer network 115. For example, 
the database could have been updated by the management computer network 115 to update the 
database on the local monitor llOe. but not the asset communicator 120d, authorizing the 
operator to be in the area covered by the cell llle before the operator entered that area. Upon 
entering this area, the local monitor llOe would update the asset communicator 120d' so that 
it would not transmit a breach signal to the local monitor 1 lOe. 

FIGURE 2 is a more detailed block diagram of the robust wireless communications 
system of FIGURE 1. The robust wireless communications s>'stem lOOc includes the 
management computer network 1 15. wireless infrastructure 202. and asset communicator 120. 
The management computer network 115 includes a supervisor interface 205, database engine 
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210 middleware 215, and system administrator interface 220. The supervisor interface 205 is 
operable to provide a supervisor (e.g., a user or an external computing system operable to 
perfonn supervisory functions) of the management computer network 115 the capacity to 
view data or update data (i.e., create new data, edit existing data, and/or delete existing data) 
stored in a database. For example, a supervisory user (i.e., supervisor) may use the supervisor 
interface 205 to view an asset location report stored in the database, and a supervisory 
computing device may automatically update a list of employees stored in the database. The 
database engine 210 may be any software operable to manage data stored in the database. For 
example the database engine 210 may be a commemal (e.g., Oracle™) or non-commercial 
database engine. The middleware 215 is software and/or hardware operable to provide 
communication between the database engine 210 and wireless infrastmctui^ 202. The 
niiddleware 215 may also provide other management or functional operations as understood m 
the art The system administrator interface 220 provides a system administrator the abibty to 
perform a variety of functions in direct communication with the middleware via a 
commmiication liidc 222. One fimction that may be perfonned by the system administrator 
interface 220 includes altering the commmiication range of one or more local monitors 1 1 0. 

The wireless infrastructure 202 includes at least one wireless infrastructure miit 225. 
-n,e wireless infrastructure unit 225 includes a local monitor 110. at least one of which is 
coupled to a wired commumcation unit 230a, a wireless communication unit 230b (e.g. 
cellular or wireless LAN), and/or a satellite communication unit 230c (collectively 230) that 
communicates with the middleware 215 via the local communication link 117. The local 
monitor 110 includes a processor for operating a database engine 242, which may be the same 
or similar to the database engine 210 of the management computer network 115, and other 
software (not shown) that performs specific business functions. The wireless infrastructure 
unit ^25 further includes a radio frequency (RF) wireless unit 235. The RF wireless umt 235 
xnay include hardware and software for perfomnng wireless communications utihzang any 
wireless protocol as understood in the art. For example, a wireless Ethernet standard may be 
utilized by the wireless infrastructure unit 225 to communicate with the asset commmucators 
120 via the asset commmucation link 130a. A local monitor 110a may commmricate with 
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another local monitor 110b via the re^ective RF wireless units 235. Although the local 
monitor 1 1 0 is shown to be coupled to the communication units 230 and RF wireless unit 235, 
an alternative embodiment of the local monitor 110 may include either or both units 230 and 

235 in the same physical box. 

The asset communicator 120 includes an RF wireless unit 245 for communicating with 
the RF wireless unit 235 of the wireless infrastructure unit 225. Additionally, the asset 
communicator may include a wired unit (not shown) for direct wire communication with a 
portable computing system, for example, for downloading to or uploading from the asset 
communicator 120. The asset communicator 120 ftirther includes a database engine 250 
operable to manage data being collected or received by the asset communicator 120. The 
asset communicator 120 also contains a computer program on-board to determine what, when, 
where, and how often to communicate as previously discussed. 

Both the asset communicators 120 and the wireless infrastructure units 225 may be 
considered embedded systems, where an embedded system is defined as a combination of 
hardware and software that together form a component of a larger system. An example of an 
embedded system is a microprocessor that confrols an automobile engine. Embedded systems 
are designed to execute without human intervention, and may be required to respond to events 
in real-time. 

The asset communicator 120 is coupled to the wireless infrastructure 202 via the asset 
communication link 130a (link A). The wireless infrasfructure 202 is coupled to the 
management computer network 115 via the local communications link 117 Qink B). The 
middleware 215 is coupled to the database engine 210 via a communication link 255 (link C). 
The database engine 210 is coupled to the supervisor interface 205 via a communication link 

260 Gink D)- 

Traditionally, mobile wireless devices, such as asset communicators, are capable of 
performing their intended operation by having communication links A, B. and C 
simultaneously operating. The principles of the present invention, however, allow for the 
asset communicators 120 to operate autonomously without having links A. B, and/or C 
simultaneously operating. As previously discussed, the asset communicator 120 and wireless 
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coupled to the network 117b via communication link 117c. and include a local monitor 110 
that includes a processor 318 coupled to a memory 320, VO unit 322, and storage device 324. 
The storage device may be internal or external from the local monitor 110, and be utilized to 
store databases 312b. 314b, and 316b. The databases 312b-316b may be replicated from the 
databases 312a-316a. The processor 318 may execute the local monitor database engine 242 
that operates to maintain the replicated databases 312b-316b. As indicated by the dashed 
lines, the local monitor may be maintained in a facility 326 that the operator of the faciUty 
utilizes to perform asset management for mobile and/or fixed assets. 

The local monitor 110 may be coupled to the RF wireless unit 235 via a wired or 
wireless communication link (not shown), thereby forming a wireless infrastmcture unit 225a. 
A second wireless infi astructure unit 225b formed of a local monitor 1 1 0 and RF wireless unit 
is also utilized to communicate with assets 105 on the premises. The wfreless infi^tructure 
units 225a and 225b communicate with asset communicators 120g and 120h associated with 
mobile assets 105g and 105h (e.g., forklifls). 

The asset communicator 120g includes the RF wireless unit 245 coupled to a processor 
328. The processor 328 may further be coupled to a memory device 330, keypad 332, display 
333. and input/output (I/O) unit 334. The memory 330 may be random access memory, flash 
memory, or programmable read-only memory as understood in the art. Alternatively, the 
memory 330 may be a magnetic or optical disk. The memory 330 may be operable to store 
databases 312c, 314c, and 316c. 

The I/O unit 334 may include receiving and/or transmitting devices, and be coupled to 
power, sensors, or other input and output devices (not shown). The I/O mnt 334 of the asset 
communicator 120 may receive power from a power source, such as a battery, located on the 
asset 105 or from a battery coupled to the asset communicator 120. The decision as to 
whether to receive power from an internal (e.g.. battery of asset communicator 120) and/or 
external power source (e.g., battery of asset 105, waU power, etc.) may be based on the 
application that the asset communicator is being utilized. For example, if the asset 
communicator 120 is being used for tracking a forklift, it may be appropriate to draw power 
from the forkUfl. If, however, the asset communicator 120 is being used for tracking a parcel. 
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Stored in the database(s) 312a-316a utilizing the database engine 210. For each addition, edit, 
or deletion, a transaction code (see FIG. 4) is associated with the data, thereby forming a data 
record or dataset, which is stored in a database 312a, for example. The management 
computing system 302, utilizing the database engine 210 and middleware 215, commraiicates 
the data stored in the database 312a utilizing the I/O unit 308 in data packets 338a-338b over 
the networic 117b to specified local monitors 110 based on business functions being 
performed and current communication Unks. For example, a text message may be transmitted 
to only the local monitor 110 in communication with the asset communicator 105g as 
determined by the middleware 215 in conjunction with the database engine 210. As anotho: 
example, a broadcast text message may be transmitted to all local monitors. 1 1 0 servicing asset 
communicators 120. 

The local monitor 110, utilizing the database engine 240, stores the data in the 
database 312b, if necessary, to replicate the database 312a. By repUcating the database 312a 
in the local monitor 110, it is possible for the local communication link 117 to fail and the 
local monitor 110 to operate independently The data stored in the local monitor 110 may 
thereafter be transmitted or broadcast the data temporally to the asset communicators 120g 
and 120h operating in the range of the RF wireless units 235a and/or 235b. While the local 
monitor 110 is storing the data for further communication, the local monitor 110 may 
determine that the data becomes obsolete before conmiunicating the data to asset 
communicator(s) 120. Such a situation may occur upon (i) the data becoming expired or out- 
of-date (e.g., notification for scheduled maintenance becoming past due), (ii) the data being 
superseded by newer data (e.g., work instructions being modified by the supervisor), or the 
data becoming irrelevant (e.g., text message having utiUty for a duration of five minutes), for 
example. If the data becomes obsolete, the local monitor 110 may simply not communicate 
and/or delete the data being stored therein. 

An asset communicator 120g that receives the data via data packets 338a-338b may 
determine that the data is associated with the particular asset communicator 120 by 
identification of a data field, and store the data in a database 312c. The database 312c is a 
subset of the data stored in the databases 312a and 312b. In other words, the data stored by 
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database 312b. An aclcnowledgement packet 408 may be used to confirm the receipt of the 
data packet 338x depending upon whether confirmation is desired for a particular business 
fimction. For example, if a text message is transmitted to a particular asset communicator 
120g, tlien the acknowledgement 408 is desirable. Alternatively, if a broadcast text message 
is transmitted to all asset communicators 120, then an acknowledgement is not necessary. 
Ultimately, however, the data firom the computer system database 312a is transmitted and may 
be stored in the asset communicator database 312c. While the data communicated across the 
communication links 117 and 130 may be transmitted sequentially (i.e., first across the local 
communication link 117 and second across the asset communication link 132), the data need 
not be communicated simultaneously across the communication links 117 and 130. Upon the 
data being received by the asset communicator database 312c, an acknowledgment 408 may 
be communicated back to the local monitor database 312b, and the data 404b may be deleted 
therein. By deleting the data 404b within the local monitor database 312b, repetitive 
transmission of the data 404b may be eliminated. 

With regard to uplinking, upon the asset communicator 120 collecting and storing the 
data in the asset communicator database, the asset communicator 120 may perform the uplink 
communication 400b fi-om the asset communicator database 312c to the local monitor 
database 312b. At T3, a data packet 338y. including control data 410a and data 412a 
associated with a transaction code (TC2) 414a, is transmitted firom the asset communicator 
database 312c to the local monitor database 312b. If there is sufficient storage capacity, the 
data 412a is stored by the local monitor database 312b for an indefinite period of time ATu, 
and an acknowledgement 409 is sent to the asset communicator. This time period ATu may 
extend for a minimal duration or any duration of time until the local communication link 117 
becomes operational or active. Once the acknowledgement 409 is received, the asset 
communicator 1 10 may delete the data packet 338y firom its memory. If there is not sufiBcient 
storage capacity in the local monitor 312b, the asset communicator 110 continues to store or 
transmit the data 338y to another local monitor database 312b. At time T4, the data 412b, 
including transaction code 414b, is transmitted fi-om the local monitor database 312b to the 
computer system database 312a via data packet 338z. An acknowledgment 416 may be 
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the control data 502, data 504, and transaction code (TC3) 506. An acknowledgement signal 
507b may be communicated from the asset communicator 120 back to the local monitor 110 
upon receipt of the data packet 338m by the asset communicator database 312c. 

Similarly, the uplink communication 500b in the immediate communication mode 
transmits data at time Te from the asset communicator database 312c to the computer system 
database 312a with a minimal amount of delay via the local monitor database 312b. The data 
may be communicated in a data packet 338n, which includes control data 508 and data 510 
associated with a transaction code (TC4) 512. The data packet 338n is thereafter 
communicated from the local monitor database 312b to the computer system database 312a 
with minimal or no alterations or delay. Acknowledgement signals 514a and 514b may be 
communicated from the local monitor 110 to the asset communicator 120 and from the 
management computing system 302 to the local monitor 110, respectively, upon receipt of the 
data packets 33 8n. As understood in the art, the immediate communication mode may operate 
similar to conventional wireless data conununication techniques as understood in the art 
utilizing any communication standard thereof. 

DATA SYNCHRONIZATION 

FIGURES 6A and 6B are exemplary databases operating in the robust wireless 
communications system of HGURE 3. FIGURE 6A illustrates the downlink fimctionaUty of 
the robust communications system lOOd. As shown, the management computing system 302 
includes the storage device 310 and databases 312a, 314a, and 316a (databases A, B, and C). 
To indicate the database that a dataset is associated, a transaction type specifier may be 
included with each dataset. The transaction type specifier (e.g., "collision", "low battery", 
"location", and "text message response") may be utilized to differentiate different dataset 
types communicated to the asset communicator 120. The transaction code associated with 
each dataset may be included to indicate the most up-to-date data from the associated 
database. The data stored in the databases 312a-316a may be transmitted to the local monitor 
110 while the local communication Unk 117 is established. The local monitor 110 stores the 
data on the storage device 324 in databases (A'-C) 312b-316b. While databases 312b-316b 
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^ in^ndcd to be repUcas of «>e databases 3na-3t6a. i. rr^V no. be possible .o have exact 
ZZ a. a., ^ven point in tinte due to .be >oea, eo™,^ca.ion Un. U7 or otber bardw^ 
r software lutes during operation and/ot s^cbroni^ation of .be data b^een tt» 
lale^en. confuting s^etn 302 and iooal ntonitor 110. AdditionaUy. dependn,g on th 
~onand4cfaata.aeo.„p.etetep,icationoftbedatabases312a.d3iab»a,not 

"^tetany, tbe local ntonitot 1 10 conununieates the data stored in tbe databases 312b- 
316b in a broadcast fasbion (i.e., witbou. regard .0 asse. connnunica.ors 120 in *e broadcas. 
r f 1 local n.oni.or 110). AMe^atively. tbe local ntonitor 1.0 ntay broadcast to only 
Tse I. o™n.unica.ors 120 *a. bave registered wi* tbe local nK.nitor 110 upon bentg 
broadcast range. However, by broadcasting a data witbou. regar. to ^ 
Ilnicators 120 in tbe broadcast are. the bandwidtb of tbe broadest „ay b^ . 
due to tbe acknowledsen-en. 408 no. needing to be .ransn>it.ed and recetved. ^d^* 

k .™nlif,ed B should be understood tbat the data communicated via 
Virnadcast DTOcess may be simpniiea. ixsnuiuuu^ 

I^lnunicatic^ lin. 130 is made ^ each of d.e databases 312b-316b. and may be 
CfHedinatempora, order based on transaction codes associated widt^teda^^etssto^ 

in the databases 312b-316b. 

Each asset communicator 120a.l20c receives tbe data broadcast fiom flte loo^ 
monitor 110. Each asse. communicator ,20a-120c parses the data received and s»res only 

associ^ed therewith as detennincd by flte contents of the da. 
Itifiers and tr^acHon codes). Once dte asse. commumca.or 120 has recetved a ^e. 
~:«cular .ransac^on code, tbe asse. communica.or 120 does - -J 
^vi.^ a transacUon code indicating that the dataset is not up-to-date. As * -.^ 
naving A XI . , * u A" PI" and C" to indicate that the data 

databases 312c.3l6c are indicated as being databases A , B , and C to in 
"1 : the databases is a subset of the databases (A'-C) 312b-316b. It shouM - 
iLood that although the data is indicated as being stored in ^^^^^s 

«ti,.r numbers of databases for perfonning particular functions 
embodiments may use one or oflier ' J 

on the robust wireless commumcations system lOOd. It should tu 

• ...r. 120 mav receive all communicated data from the databases A , B . and 
asset communicators 120 may receive « 
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a and Store all of the data in databases A", B», and C". However, such a communication 
technique may be problematic in tenns of storage capacity in the asset communicators 120 
depending on the volume of data located in the databases A', B', and C\ 

FIGURE 6B is the uplink representation for the robust wireless communications 
system lOOd. As indicated, each asset communicator 120 forms a database (X) 605a, 605b, 
and 605c. The databases 605a-605c may be utiUzed for storing location or utiUzation 
information particular to each of the asset communicators 120a-120c. A transaction type 
specifier, transaction code, and asset number, may be included in each dataset The 
transaction code may be utihzed along with the asset number to fonn a unique dataset key. 
The transaction type specifier, again, is utilized to identify the database that the dataset is 
associated. When the asset communicators 120a-120c are individually in range of the local 
monitor 110, the asset communicators 120a-120c may transmit the data stored in the 
databases 605a-605c to the local monitor 110 via the asset communication link 130. The data 
is stored in the database C^') 605d. The local monitor 110 communicates an acknowledgment 
to the asset communicator 120a indicating that the data was received by the local monitor 110. 
The asset communicator 120a thereafter does not continue transmitting that particular dataset 
associated with the particular transaction code. The data may remain stored on the asset 
communicator 120a, but is eventually overwritten with new data or used for fiiture 
calculations. 

The local monitor 1 10 may thereafter transmit the data stored in the database 605d to 
the management computing system 302. The data may be stored in the database QT) 605e via 
the local communication link 117. Although the data is intended to be replicated between 
databases (X) 605d and 605e, due to the local communication link 117 and the 
hardware/software operation of the local monitor 110 and the management computing system 
302, the databases may not be synchronized at all points in time as the database 605d 
continues to receive data from the asset communicators 120. 

hi the event that the local communication link 1 17 becomes disabled, the local monitor 
1 10 maintains the data stored in the database 605d without transmitting to the management 
computing system 302. As the database 605d fills up and eventually becomes fiill, a message 
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oon^umcated to fte asset co— a.ors .20a-120c in *c broadcast area of the local 
monitor 110 indicating tha, «,e local momtor 110 may no longer receive data fiorn the asset 
oommnnicators 120a-120c due to a ,«nporary menrory &11 condition. If any of the asset 
oonnnunicators 120a-120c arewithin range of anoflrer local »omtcr 110. then the data mayhe 
tr^smitted to the other local monitor 110. Because the asset conununicators 120a-1.0c are 
ir^telligent. the ass« communicators may be configured to transmit the data to ^e lo^ 
monitor 110 over incremental periods of time (e.g.. 30 seconds. 1 minute. 5 mmu.cs. 30 
nunu.es. etc). And, if .he asset comm^ncators 120 are unable to transmit the daU to a local 
monitor 110 due to communication problems or simply being out-of-rang^ the ^ 
communicators 120 are capable of storing the data for many months due to *e ahrhty of *^ 
asset communicators 120 to summarize and consoUdate, or purge the data hemg colle«ed 
based on business rules. In addition, inteffigen. wireless communication techni<p,es. such as 
^.transmissions, ftcrprency hopping. communicaHon back-off (i.e.. reducing con^umcahon 
^ based on communication failure), and communication tcmunation also may be used to 
taprove communication link and system-^de communication. Upon an asset 
coLunication link 130 being re-established with the local monitor 110 by «-e asset 
communicators 120. all the backlogged data may thereafter be transmitted to the local momtor 

FIGURE 7 is an exemplary flow diagram for communicating data in the robust 
Wireless communications system of FIGURE 3. The process starts at step 702. A.s..^704 
dau associated witi, an asset is stored in a central location. Updated ^^^-^^^ 
the centra, location a. step 706. A. step 708. an identifier is applied to ti,e updated data » 
fom,adataset.Atstep710.thedatasetmaybestoreda,thecentralIocation. 

■m central location may transmit tire dataset to a disttibution channel vra a first 
communication link a. step 7.2. At step 7.4. the dataset is stored along U.e distribution 
Channel. At step 7.6. the dataset is — ed to the asset via a second co_ation 
channel independent of the first communication .ink being simu..aneous.y estabhshed. Ihe 
process ends at step 718. 
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HGURE 8 is another exemplary flow diagram 800 for communicating data in the 
robust wireless communications system of FIGURE 3. The process starts at step 802. At step 
804, sets of data are stored temporally by a computing system. At step 806. the most recent 
set of data communicated to a wireless infrastructure is determined. One method to determine 
the most recent set of data communicated (and stored) is to transmit a query to the wireless 
infrastructure 202. Based on the most recent set of communicated data, more recently stored 
data by the computing system is determined at step 808. At step 810, the more recently stored 
data is communicated to the wireless infrastructure 202. At step 812, the communicated data 
is stored in the wireless infrastructure 202. The process ends at step 814. 

FIGURES 9A and 9B (collectively FIGURE 9) illustrate exemplary flow diagrams 
900a and 900b for performing uplink communication on the robust wireless communications 
system of FIGURES 3 and 6B. The process starts at step 902. At step 904, data associated 
with an asset 105 is received by an asset communicator 120. The data may be measured by 
sensors located on the asset 105 or may be data entered by an operator of the asset 
communicator 120. The data may also include location data or data created through the 
receipt of wireless data. At step 906. an identifier, such as a transaction code, is applied to the 
data. The identifier may be temporal in relation to identifiers associated or applied to other 
data received by the asset communicator 120. The identifier may be a transaction code 
having an indicator associated with the asset communicator 120. At step 908, the data and 

identifier are stored as a dataset. 

At step 910, a determination is made as to whether a wireless Unk is established 
between the asset conmiunicator 120 and wireless infrastructure 202. If an asset 
communication link 130 is currently established between the asset communicator 120 and the 
wireless infrastructure 202, then the dataset is transmitted to the wireless infrastructure 202 at 
step 912. Otherwise, the process returns to step 904, and the asset communicator 120 
continues to receive and collect data associated with the asset 105 by the asset communicator 
120. At step 914, the asset communicator receives an acknowledgment that the dataset was 
received by the wireless infi^structure 202. and the asset communicator discontinues 
transmitting the dataset at step 916. 
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A. step 918, a detenninatio- is made as to whether a local comnmncation link is established 
between the wireless infrastructure 202 ar>d a management computing system 302. If a local 
eonnnnnioaUon link 117 is established, and. if the dataset must be transmitted «> the 
ma„ag«.ent computing system, then the dataset is transmitted ftom the wireless infrastmc«iie 
unit 225 to the management computing syst«n 302 at step 920. Otherwise, the data is stored 
or maintained by to wireless infrastmctore 202 until the local communication hnk 1 17 is re- 
established. The process ends at step 922. 

ASSET MANAGEMENT APPUCATIONS OTIUZING ROBUST WIREIiSS 
COMMUNICATIONS SYSTEM ARCHITECTUEE 

The following applications to provide various asset management functions utilize the 
robust winMess communications system as discussed hereinabove. Depending upon fte 
particnlar plication and business problem being solved, the communication techm<,ues of 
HGUISES 4 and 5 are utilized to communicate data within the system. 

RELATIONAL DATABASE CONFIGURATION 

HGURE 10 is a graphical representation 1000 of entities associated with a robust 
wireless communications system based on fltat of lOOc of HGURE 3, and relational databases 
associated therewith. The informadon associated with the entities are utiB«d «, provtde 
access control and authorization for operators to utilize the asseU .05. Four entities^ 
including vehicles 1005. operators 1010. groups 1015. and authorizations .020 are Imked 
together by relational databases CV. O. G). A vehicle (V) database Unks the vehicle 1005 and 
group 1015 entities. An operator (O) database links the operator .010 and group 10.5 
entitles. And. a ^up (G) database links the authorization 1020 and group 10.5 ent,h«. 
Each of these databases (i.e.. V, O. and G) may be generated and maintamed « the 
management computer networic 1005 by a sup^visor utilizing the supervisor interface 205. 
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As understood in the art, each of the databases includes information associated with the 
particular entities of which the databases are associated. 

TABLES 1, 2, and 3 hereinafter provide exemplary information stored in the vehicle, 
operator, and group databases, respectively. As shown in TABDB 1. each dataset includes a 
transaction, code, group identification (ID), and vehicle number. For each dataset, the 
transaction code is incremented based on the number of updates to the vehicle database. The 
group identifier associated with a particular vehicle is indicative of a particular group of 
operators or employees who have access rights to operate the vehicle. For example, a group 
may be defined as a shipping department or group identified with a head of a department. For 
example, vehicle number "372A7C" may be operated by any member associated with the 
group "A4", which may represent the shipping department. As indicated by the asterisk 
behind each vehicle number, the vehicle number information is not stored in the asset 
communicator databases 312c, for example, as the vehicles need not utilize such infonnation. 



Transaction Code 


Group ID 


Vehicle Number 


0173842 


A4 


372A7C* 


0173843 


A4 


382B2G* 


0173844 


A5 


382B2G* 


*Not stored in asset communicator database 



TABUE 1. Vehicle Information 



TABLE 2 includes datasets having operator (employee) number, password/PIN, and group ID 
data elements. As indicated, the group ID's match the group ID's provided in the vehicle 
database of TABLE 1. For example, group "A5" is associated with operator number "00050" 
has a password of "871734". As indicated in TABLE 1, operator "00050" may have access to 
vehicle "382B2G". Each dataset stored in the operator database also includes a transaction 
code. As shown, the transaction codes for the operator database are independent of the 
transaction codes for the vehicle database (TABLE 1). 
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Transaction Code 



Operator (Employee) 
Number 
03421 
00050 




TABLE 3 is the group database that provides authorization based on various parameters for 
the ^oups to utiUze the vehicles associated therewith. The group database includes group ID 
(to provide relation to TABLES 1 and 2), days, times, and locations. Again, a transaction 
code is associated with each dataset for synchronization purposes withm the different 
databases (e.g.. databases 312a. 312b. and 312c). As shown, members of group "A4" are 
authorized to operate vehicles between Monday and Friday during the hours of 8:00 a.m^ to 
S-OOpm (i.e.. 0800-1700) in locations "L8" and "L17". It should be understood that wh.le 

.;ultipie databases may be utUized to form relations between the data (e.g.. group mformation 
databaseprovidesarelationship between the operator and veHcle information datab^^^^^^^ 

less-relational databases (e.g., each operator and vehicle pair may be stored in one database) 
n.ay be utilized to perform the same or similar functionality. However, the use of relational 
databases allows the system to (i) limit the amount of data communicated across the 
communication links 117 and 130. and (ii) simplify the process of associating vehicles and 
operators. For example, if a new vehicle is added to a fleet of vehicles, then the supervisor 
„.ay simply add the vehicle to a group rather ti.an having to assign individual operators to the 
vehicle directly. 
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0047184 


A4 


Mon-Fri 


0800-1700 


L8, LI 7 


0047185 


A5 


Mon-Sat 


1500-2300 


L9, L17, L20 


0047186 


A6 


Sun-Thu 


2300-0700 


13, L8,L19 



The information stored in the databases may be generated, edited, and/or deleted by an 
operator of the supervisor interface 205, and may be maintained by the database engine 210. 
For each creation, edit, and deletion, a transaction code may be assigned thereto. 
Alternatively, a time-stamp may be assigned to the information. However, by utilizing a 
transaction code, memory requirements may be reduced. The databases may be maiiitained 
separately or integrated into a single database as understood in the art. The datasets stored in 
the databases are thereafter downloaded from the management compute network 115 to the 
wireless infrastructure unit 225 and, ultimately, the asset communicators 120 as discussed 

with regard to FIGURES 3 and 6A. 

The asset communicators 120 in the cell 111 of the local monitor 110 of the wireless 
infrastmcture unit 225 receive each dataset that is transmitted from the wireless infrastmcture 
unit 225. However, the asset communicators 120 parse the datasets received from the 
wireless infrastructure 120 based on vehicle number, as understood in the art. For example, 
from the vehicle database (TABLE 1), vehicle number "372A7C" receives the infomiation 
associated with transaction code "0173842" having a group identifier of "A4". Any data 
record thereafter received being associated with group identifier "A4" is received and stored 
and/or updated by the veliicle "372A7C". For example, from the operator database (TABLE 
2), transactions "0024187" and "0024189", and information associated therewith, are stored 
by the asset communicator 120. Additionally, from the group database (TABLE 3), the 
dataset having transaction code "0047184" is stored and/or updated in the asset communicator 
120. 

Once the asset communicators are updated by the datasets received, operators of the 
assets 105 may only access the asset communicators 120 and utilize the vehicles associated 
therewith by having their operator number and password accepted by the asset communicator 
120. In other words, a potential operator unauthorized to access the asset 105 is unable to 
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star, to asset 105 if no. authorized by a supervisor of the asset 105 by do^loading acoess 
data to the asset 105 to provide access rights for the potential operator. 

Because the asset conununicator 120 is intelligent and unrequired to have aecess to the 
management computer network ,15. an asset 105 that does not have a comn.unie«,on hnk to 
the wireless infrastrucn^ unit 225 and management computer network 115 still is operable 
by an operator. Hercfore, the utiUzation of the assets 105 is unaffected by communicatton 
outages and out-of-rang. sinrations for the ass«s 105 to be operated. Thus, a robust wireless 
communication and asset management system is provided. 

Also since the inteUigent asset communicator 120 may have a user interftce. 
including a keypad 332 and display 333. an authorized op«ator can directly modrfy the 
authorization database stored on the asset communicator using the keypad and display. For 
example, an authoriz«l operator may penni. another operator to use the ass« 105 by typtng 
the identification number of the other opemtor directiy >n«> the asset communicator 120. 

b addition to the access control allowirrg an operator to turn on the asset, the access 
control also dlows for tunung off the asset based on location and time. Because the asset 
communica«>r 120 is intelUg«*. the asset communicator does not shut down the asset whrle 
in use and in motion, for example. Ratter, the asset communicator 120 detennines when a 
"significant" stop has occutred (e.g, the vehicle has stopped for a predetemun«l penod of 
time) and the asset 1 05 is disabled by the asset communicator 120. 

" to addition to the asset commmucator 120 bemg capable of taking action based on 
access control, the asset communicator 120 and/or wireless infl^cture device 225 may 
provide access to unauthorized operators based on business rules. For example, if the asset 
105 becomes out-of-range for an extended period of time, the asset communicator 120 may 
provide «=cess to a select number or any operator as the asset communicator 120 may consrder 
ftat a communication problem exists (e.g.. receiver failure), to the case of the wireless 
inftastructure device 225 not receiving communications from the management computmg 
system 302 over an extended period, the wireless infiastructure device 225 may discontinue 
broadcasting data as it may be assumed ti»t some or aU of the data stored by the witeless 
infrastructure device 225 is invalid. 
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To summarize the access control process. FIGURE U is an exemplary flow diagram 
for determining and providing authorization of an asset for an operator utilizing the robust 
wireless communications system of FIGURES 3 and 6A. The process starts at step 1102. At 
step 1104, an operator identifier is received via at least one of a variety of input devices, 
including, but not limited to, a keypad 332. card reader, memory chip reader, barcode scanner, 
wireless receiver, and biometric scanner. It should be understood that a password may also be 
received depending upon the business and/or security requirements. At step 1106, a group 
identifier associated with the operator identifier is detemiined utilizing the database(s) stored 
in the asset communicator 120. A determination is made at step 1108 as to whether the 
operator is authorized to utilize the asset based on the group identifier. At step 1110, a 
determination is made as to whether authorization to the asset 105 is granted based on the 
group, time of day. day of week, and/or location, for example. If authorization is granted, then 
the process ends at step 1112. Otherwise, the process returns to step 1104 to receive a new 
operator identifier. 

DISTRIBUTED WIRELESS SYSTEM BEHAVIOR CONTOOL 

The robust wireless communications system 100c may have system behavior altered in 
a distributed manner. The sj'stem parameters may be utilized to control a wide variety of 
functions of the wireless infrastmcture unit 225 and asset communicators 120. In general, a 
generic wireless conmiunications system may be provided to a customer, and the customer 
may alter the system parameters to customize the system according to desires and needs. 

FIGURE 12 is an exemplary flow diagram 1200 describing altering of system 
parameters for the robust wireless communications system of FIGURE 3. The process starts 
at step 1202. At step 1204, the wireless infirastructure unit 225 receives altered system 
behavior parameters. The system behavior parameters may include data transmission rates, 
access control rules, screen behavior, keypad behavior, power modes, and scheduling of 
communication, for example. The system parameters may be utilized in the wkeless 
infrastructure unit 225 for communicating to the asset communicators 120 or may be 
downloaded to the asset communicators 120 utiUzing the communication technique of 
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HGURE 4 to alter operational behavior. The changes may affect diff«:ent asset 
coimnunicators differently, unless a universal command is desired. 

At step 1206. an identifier is applied to the altered system behavior parameter(s) to 
form a dataset As discussed with regard to the da«>bases, the identifier may be a transacbon 
code ufilized «, indicate a temporal relationship between edits made to other system behavror 
parameters. Hie dataset may be ston=d in a system bdtavior parameter database on the 
management computer network 1 15 and downloaded to the wireless infiastructure umt 225 as 
discussed hereinabove. At step 1208. the dataset is transmitted to the asset communicants 
,20 for altering operational behavior of the asset comm«nicator(s) 120. It should be 
understood, however, that the system bchaviorparameters maybe directed toward the wireless 

inftastruemre mrit 225 and not the asset communicators 120. and therefor. a« not 
communicated to the asset communicators 120. The process ends at step 1210. 

To alter the system behavior parameters, the system adminisu^tor interfece 220 may 
be utilized rather than to supervisor inter&ce 205. By utilizing the system administrator 
interface 220, a system administrator, who does not perform supervisory duties over the assets 
105 or operators, is able to make the changes to the system parameters for controUmg 
fimctionalityofthe witless infiastmcture unit 225 and asset communicators 120. 

A general concept that the robust wireless communications system 100c is capable of 
providing is the ability to perform actions based on business rules being violated. A 
supervisor may define business rules that, upon being violated by an asset, operator, 
supervisor, supervisory computer, for example, trigger one or more events by at leas, one 
oomponent of the system. And. because each of the components (e.g.. manag^ent 
computing system 302. wireless inftastructure device 225. and asset communicator 120) are 
capable of making decisio,». one or more of the components, individually or in combmatton. 
are capable of triggering event(s). For example, if a forklift 105 enters an unauarorized area 
of a faciUty, the a^ociated asset communicator 120 may (i) shut down the forkhft 105, and 
(ii) communicate a message to the wireless inftastructure device 225. which, in turn, may 
coLand aU or some forklifts ,05 in the area to be shut down. Additionally, the message 
may be received by the management computing system 302 and a system-wide message may 
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be communicated to some or all asset communicators 120. And, because the asset 
communicator 120 is capable of making decisions, actions may be taken independent of the 
communication Unk 130 being established. It should be understood that the business rules 
may be varied depending on the system requirements, business functions being solved, and 
creativity of the system operators. 

VEHICLE UTILIZATION MONITORING 

The robust wireless communications system 100b provides the ability to perform 
vehicle utilization monitoring in an event driven manner due to the asset communicators 120 
being intelligent (i.e., having an on-board processor and associated software). Vehicle 
utilization relates to how the vehicle is utilized as attributed to an operator, for example. 
Other associated parameters, such as location, shift, etc., may be utiUzed. TABLE 4 provides 
an exemplary dataset of utiUzation parameters for the asset 105 that are measured using 
sensors in combination with the asset communicator 120 and associated software. It should 
be understood that the parameters are exemplary and that others may be utilized depending on 
the particular asset associated with the asset communicator 120. For example, a fixed asset 
utiUzes different parameters than a mobile asset 105, and different mobile asset types may 
have difierent paraineters. 

Segment Number 

Transaction Code 

Vehicle Nvmiber 

Start Time 

End Time 

Operator ID 

Log-out Method 

Global Motion Time 

Global Engine Idle Time 
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Session Motion Time 



Session Lift Time 



Session Engine Idle Time 



Session Number of Impacts 



Current Fuel Level 



Current Odometer Reading 



Battery ID 



Session Number of Starts/Stops 



Battery Level 
TABLE 4. Vehicle Utilization Information 

The vehicle utilization n,oni«,ri„g according » «.e principles of ti>e present invention 
is even. driven. One emhodimentntilizes tire evcntsof an opera«.loggi.gon«ngoff 

asse. connn— «0. FIGllKB 13 is an ex^la., ^ aiag»n. 1300 for tire as^ 
Lunicator ro sur. and stop uti1i«tion nronitoring as utilized on tire robust weless s^ 
:;™3and<B(nplin.,. The process starts « step 1302. At step 1304. ^ event sUr. 
s Lved an operator losging onto the asset co^nrunicator 120. At step 1306. data cou..^ 
r^alizedf^theparticuiar operator, ^eassetconnnunicatormn^y )^^^ 

or global counters, such as motion tinre and engine idle tinre, for .he asset 105, and (.0 reset or 
Ji^l session counters, suohas.otiontinre.lif.tinre.engineidletinre.nun.ber of nnpacs. 

number of starts, and battery level. 

At step i308. data is colle^ed by the asset conunnnicator ,20 for at leas, t^e glo al 

.d session counters. At step 1310. tire coUeCed data is accunrulate^ "^^2 
data boti, raw data and summary databased on therawdatamay be generated. Ats.^1312. 

tlina.ion nray be nrade as to wheOrer an event stop has occurred. ^ ev«rt stop may 
etratedbyti.eopera.or>ogsingoffoftireasseteonununicatorl20.Alter,u.v^^ 
randstopmaybegeneratedbyaprede.erminedtimeperiod.suchasa24.ho«rt„neper.^ 

r a. « so as to generate utilization da. for each and every time perrod. 
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Additionally, in the case of the asset communicator 120 becoming idle, the event start is 
triggered from a logout and event stop is triggered from a logon. If an event stop has not 
oclmred, then the process continues to collect data at step 1308. Otherwise, at step 1314, the 
collected data is stored for the global and/or session counters. As discussed in relation to 
HGURE 6B, a transaction type specifier and transaction code may be included in the dataset. 
It should be understood that other information may be collected and stored by the asset 
communicator 120 based on the same or different events. At step 1316, the stored data may 
be communicated from the asset communicator 120 to the wireless infrastructure 202 using 
the process of FIGURE 9. The process ends at step 1318. 

By summarizing the infomiation based on events, the asset communicator 120 may 
operate independent of the wireless infrastructure 202 and management computer network 
1 15. In other words, the asset communicator 120 need not have an active communication link 
with the wireless infrastructure 202 to perfomi its intended business fimction, thereby 
providing for a more robust asset management system. AdditionaUy, by having the asset 
communicator 120 being able to perfomi its own monitoring (i.e., not merely transmitting the 
information to the wireless infrastractuie in a *-blind" manner), the amount of data 
communicated to the wireless infrastmcture is greatly reduced. Moreover, because the asset 
communicator 120 summarizes the information collected during the session for the operator, 
the information becomes more useful in terms of monitoring and tracking the asset 105 as 
utiUzed by the particular operator. The summary data may also be stored in the asset 
communicator 120 as discussed with regard to the operation of the robust wireless 
communications system 100b until the asset communicator 120 forms an active asset 
communication link 130 with the wireless infrastructure 202. It should be understood that 
because the asset communicator 120 is capable of performing its own monitoring that the 
process of creating data is independent of the process of transmitting data, which, again, 
allows the asset communicator 120 to operate independent of the wireless infrastmcture 202 
and management computer network 115. Also, data can be used to affect future decisions, 
like whether or not OSHA needs to be entered by next operator. 
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A^SET POWER MONITORING 

HGimB 14 is an «en.p.ary il— n .400 of a mobne asset .05 havrng . power 

„o^»r for monitoring power usage according to FIGUBB ,3. By — .y .no™ 
^r^sas. over .i^c. «nd analysis and reai-Ume monitoring of banery ,eve.s ntay *e 
perfonned ,0 provide a supervisor with visibiMty regarding baUery operation and xeaUzatton. 
ITZ; Jn,oH,e asset .03 inCnde. the asset —cator .20 oonp.ed thereto. 

asset .05 i«.er inCndes a battery .405 coup.cd to a motor .4.0 fc. drrvrng.^ 
„o.i.easse..05. Apowersensor,4.5,whichnraybeei,h.rvo,tageor Cerent. .s^^^^^^ 
„^ ,417aand ,4,7b. One or more Unes ,420 may co»p,e the power sensor 1415 to fl,e 
n0.ha.>tnm.convertsana„a,osvo..ageorenrrentin.oadi.^^^^ 
indicative of the voltage ieve. of the battery ,405. Alternatively, an anaiog to *g.t^ 
c— unH (not shown) may be e.ec«cal.y coupled between the power sensor ,415 and 

^"::"lonitori„smay.hrther^l«de..hne.tap-i.andcontactl^ 
ana voltage sensors affixed to different pans of the mobile asset ,05 and connected va a cab e 
Ta .ogic board (no. shown), which may or may no. be par. of the asset commmncator 120. 
;:ermay be converted .0 volUges by uUlizing either a remote sensor . a conver«r. as 
^iLod in the art. located on the logic board, ^e logic board converts the mcotmng 
".-1 to digital dat. ..e asset communicator may use confi^le senmgs. such as 
a^timeand voltage conversion factors, to detennincbasedonthe digital da^*em^ 

^e .coming signa.. To set or change the confl^able settings. 
eventtriggcredprocessesmaybeutilized. Typically, filtering may be uhhzed to filter the da« 
Tv" od of time, and compare the data to a *resho,d level, lite sensor may be 
ILL or utiUzed individually by the logic board to monitor the „.li.tion of the mobile 
alt 105. llpon the ba«e.y level dropping below the threshold level, an mdrcator. such as a 
visualora«diblesignal.maybeprovidedbytheassetcommunica«.r,20. 

AS in *e case of vehicle uti,iza«cn, thepower information may be stored by the as. 
communicator 120 and communicated to the wireless inftastruetur. 202 usmg Ore 
u — e Of PIOUHB . AddiUonally. the power informa«on may be event 
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driven in that the data is determined based on an operator logging on and logging off of the 
asset communicator 120. A transaction type specifier and transaction code maybe applied to 
the power information based on the events. It should be understood that the process for 
communicating power usage data of the mobile asset 105 may be the same or similar to that of 
the FIGURE 13. Alternatively, communicating power usage data of the mobile asset 105 may 
be the same or similar to that of FIGURE 1 6. 

By monitoring the battery, a supervisor may determine how well a battery is operating 
based on historical data. The supervisor also may be able to determine misuse or disuse of the 
battery by an operator if the battery is bemg charged too soon or being charged too late. In 
other words, if a battery is being prematurely charged or being "deep" discharged, the battery 
may become damaged and the supervisor may be able to disrupt such practices by the 
offending operator(s). Because the asset communicator 120 is inteUigent, the asset 
communicator 120 may be able to actively control improper practices. The battery usage may 
be monitored over time based on utilization of the assets 105 to determine whether the battery 
is operating properly based on usage. 

ASSET MONITORING ANALYSIS 

A desire of any asset or fleet supervisor is to have aggregate information about the 
assets and have all information about the fleet or groups/segments of the fleet without gaps in 
the information. Because the asset communicators 120 are capable of generating and storing 
information without having an active asset communication link 130 to the wireless 
infrastructure unit 225, utilization data of the assets are collected without having gaps in the 
information. And, because the asset communicators 120 store the information based on 
events until an active asset conununication link 130 is established, information for the asset is 
not lost. In other words, the supervisor at some point in time has utilization infonnation for 
all assets in the fleet at any given point in time. The supervisor interface 205 may execute a 
software program, such as the database engine 210, that accesses the databases 312a-316a, for 
example, and generates aggregate infomiation. For example, a supervisor may desire to know 
the number of vehicles being utilized on each hour during the course of a particular day. 
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HGURE 15 is an exemplary chart 1500 indicating vehicle usage during the course of a 
24-hour time period on the robust wireless communications system of FIGURE 3. As 
iradicated, an aggregate of vehicles in use are provided during the course of the day. At 2:00 
pm <ie hour 14), 93 vehicles were in use. As expected, the' vehicles being utilxzed 
simultaneously during first shift are more than those being utilized during second and third 
shifts. 

The combination of time and utilization from every vehicle in the fleet may be used to 
make numerous detemiinations about vehicle fleet utilization both real-time and historically. 
It should be understood that the utilization mfomiation of the assets may be based on any of 
the utilization infonnation generated and stored by the asset communicator 120. Accordingly, 
the information is uploaded from the asset communicator 120 to the wireless infrastructure 
unit 225 and the management computer network 115 according to FIGURE 4. Such 
information may include in-use/unassigned, motion/idle, speed, etc. Because the utilization 
information is collected and accumulated, and/or summarized based on time, vehicle, and/or 
operator, a wide variety of aggregate data may be generated by the supervisor. The robust 
wireless communications system 100c may iurther be utilized to detemune the total number 
of different vehicle used each day. the maximum number of simultaneous vehicles used by 
group and the totalnumber of vehicles used by the group. It should be understood that other 
aggregate data may be collected and processed. T^. functional utiUty of the system as 
achieved by the fact that data collection is automated and wirelessly communicated. 

ASSET LOCATION MONITORING 

Another application that may be utilized on the robust wireless communications 
system 100c is asset location monitoring. Because the asset communicator 120 is intelhgent, 
the asset communicator 120 is enable of detemiining its own location based on signal(s) 
received by the asset communicator 120. By having the asset communicators 120 detemmie 
their own locations or positions, the computations are distributed to the asset communicators 
120. which reduces computational requirements for the management computing network 115 
and'bandwidth requirements for the robust wireless communications system 100c. 
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The signal(s) that are received by the asset communicators 120 may be either 
terrestrial or sateUite based. In the case of a terrestrial signaling system, the asset 
communicators 120 may receive signals from multiple local monitors 110 and perfonn a 
triangulation computation as understood in the art. In one embodiment, an averagmg 
algorithm as understood in the art may be utilized to correlate the percentage of messages 
received over time from a local monitor 110 with relative distances, hi other words, if the 
asset communicator 120 receives transmissions from one local monitor 110 during every 
transmission, and from another local monitor 110 during half of the transmissions, then the 
asset communicator 120 determines that it is closer to the fu-st local monitor 110 by an 
approximate percentage. The asset communicator may use configurable settings, such as filter 
time and conversion factors, to determine, based on the data, the meaning of the incoming 
signals. To set or change the configurable settings, manual, automatic, or event triggered 
processes may be utilized. The combination of the signals received from multiple local 
monitors with a current motion status of the asset communicator 120 also may be used to 
detennine the location of the asset 105 (e.g., if the asset is not moving, the asset 
communicator knows that the RF readings cannot show the asset moving). In the case of 
utilizing satellite communication, a positioning system, such as the global positioning system 
(GPS), may be utilized. Other techniques, such as signal strength, direction finding, and dead- 
reckoning, may also be utiUzed by the asset communicator to detennine location. 

nGXJRE 16 represents an exemplary flow diagram 1600 for determining and 
communicating position of an asset utiUzing the robust wireless communications system of 
FIGURES 3-5 and 6B. The process starts at step 1602. At this point, two processes operate 
in parallel (i.e., location determination and location transmission processes). 

At step 1604, communications signal(s) are received by a mobile wireless device 120. 
The mobile wireless device 120 calculates the position of the associated asset 105 at step 
1606. hiformation, such as motion/idle status, odometer/compass (e.g., dead-reckorring as 
understood in the art), or other sensory data, also maybe utilized in calculating the position of 
the asset. At step 1608. the position of the asset 105 is updated in the mobile wireless device 
120. 
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At step 1610. a detemunation is as to whether the asset is in motion. If the asset 
, in motion, then at step 16,2. a wait tin,e is set to n-seco„as. Othetwise. at st^ .614. ^the 
asset is idle, the wait titne is set to »-seconds. At step 1616. the pos..on of th^ asset, as 
aetennined at step 1608. is stored by me mobUe wireless device 120 in a looafo. daUbasc as 
provided in TABLE 5. 



Transaction Type Specifier 



Transaction Code 



Vehicle Number 



Driver ID 



Current Location Start Time 



Current Time 



Location Reading 




TABLE 5. Vehicle Location Information 

TABLE 5 is an exemplary list of data elements stored in «t asset location database on 
^ asset communicator .20. As shown, a tr^saCion type specific, transaction code, vehtcle 
number driver ID. current .ocadon start time, cuirent time, location readmgs. engm. ^a.^ 
IT^ level may be stored in the asset location database. AdditionaUy *e^v^.e 
location infom^tion may include a utUization stams of the vehicle, h. one — 
current driver n) may itself provide the utiUzation sutus. whe«by if the current dnver ID. 
ZeciBed (e... -.). then .e vehiC. is id.«fied as beh-s nnn^hze. Ba.. t^ tl« 
local Of the asset is stored, a transaction code may be assisted to form a ^-'^^ 
associating asset location with vehicle nmnber and driver ID. «re snp.rv.sor of the ™bus^ 
lis communications system may detennine an operator uUhzh. a par«cu,» vehtcle a. 
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any given point in time or detennine the location of vehicles that are unutilized at any given 
point in time. 

The data of TABLE 5 is communicated from the mobile wireless device 120 to the 
wireless infrastructure 202 at step 1618 as provided by the communication process , of 
FIGURES 6B and 9. In other words, the position data may be stored by the mobile wireless 
device 120 for an indefinite period of time based on the communication link status with the 
wireless infrastructure 202, thereby providing for a substantially continuous position tracking 
system. The process ends at step 1620. As shown, the location determination process is 
continuous (i.e., after siep 1608), and the location communication process repeats upon 
storage of the position data at step 1616. 

The wait times for an asset that is idle or stationary may be set to a very long time 
period (e.g., once per hour), and an asset that is in motion may have a shorter wait tune, such 
as once per two seconds, for example. Alternatively, wait time may be independent of motion 
status of the asset. The wait times are system parameters that may be altered by the system 
administrator. It should be understood that in the event that an operator logs into the mobile 
wireless device 120, that the wait time may be automatically updated such that the mobile 
wireless device 120 determines its position at the shorter wait time (i.e., higher frequency 
rate). It should also be understood that the storage of the position of the asset in the mobile 
wireless device 120 of step 1616 may be performed based on the wait time. By storing the 
location infomiation at lower frequency rates, tiie memory of the mobUe wireless device 120 
is less apt to be filled during periods of the asset 105 being idle. Also, because the asset 
conmiunicator 120 is continuously determining its location, if the associated asset 105 moves 
to a specific area, such as cell 111, between intervals, the asset communicator 120 may 
communicate or take other actions, such as shutting down the asset 105. For example, if a 
forkUft enters a classified area of a factory (regardless of the wait time), the asset 
communicator 120 may shut down the forklift and communicate an alert message to tiie 
supervisor. 

OSHA COMPLIANCE 
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.obus, wireless co— a.io„s system lOOo provides to OSHA compliaooc 
^ .0 a.e v*icle s^Cy ohecMs. infonnaHon at the vehicle to ,»ep an a^^on^c 

Of safety ™ and identify safety issues. T.e asset —cators 120 allow 
ehecUHst infom-ation to be custotnized by vehicle, and allows for the infom,at.on . .e 
updated wirelessly and a— caUy. wireless connnnnicator 120 allows ^ op^tor . 
Ler the OSHA ..estions (.... opera«ona. status of a vehicle) "-^^ ^ * 
_icator 120 being in active communication with the wireless ntftastruc^ 202 In 
lerwords,theOSHArela.ed,„es.ionsn.aybeansweredwhenont.f.ra.^e^ 
infrastrucn^ and the answers may be connnnnicated wi«. the wneless mftastmctut. 202 
assa connnnnicator 120 re-establishing a connnunication lin. wi«- .he wneless 

"'"Tosl contphance system is bi-d^ecticna, in that downlin. and upUn. 
eommnnicaUon is ntili^d to provide me questions and receive the responses. A superv,^ 
ly the supervisor interfi.ce 205 to (i) g.«ate lists of OSHA ,uesno» and pos.«^ 

res onses. and (ii) associate each asset wi«t «.e appropriate hs. of OSHA <>— 
^contains the specific OSHA .^estions and possible responses for each ^--^^^^ 
asset ntay be associated with the appropriate Ust of OSHA cuesdons usutg the data m TAB^ 
Z AS Shown in TABLE 6B, the vehicle profile infonnation may inctade vehtcle type, 
vehicle number, and question Us. number, for example. Addi«onaUy. a — 
U stored with each dataset as entered and/or amended for the OSHA ,ueahons h^ detaUs ^ 
bestoreowi because the database is relational, the 

vehicle OSHA question list information. And, because 
questionsniaybespecificallytargetedtowardavehicletypeand/orvehiclenunibe^^ 
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Transaction Type Specifier 



Transaction Code 



Question List Number 



Question Group Number 



Question Trigger 



Response Action 



Question Number 



Question Text (e.g., "Horn operational?") 



Response Text (e.g., "Yes", * W) 



Response Severity (e.g., **Noraial", "Critical") 



TABLE 6A. OSHA Question List Details 



Transaction Type Specifier 



Transaction Code 



Vehicle Number 



Vehicle Type 



Question List Number 



Question Group Number 



Impact Threshold 



Low Battery Threshold 



Vehicle Specific Behavior 



TABLE 6B. Vehicle Profile Information 



On the downlink side, once the OSHA question databases are formed, the datasets may 
be downloaded to asset communicators 120 utilizing the robust wu-etess communications 
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^™ and download protocol of HGUMS 4 and 6A for synchronization of .he OSHA 
^ • nn Panh asset connnonicalor 120 stores the 

question list for the asset commmucators 120. Each asset „fTABI^6B 

OSHA questions of TABIB 6A associated wid> the qnesUcn hst numher of TABLE ^ 
r^at^wim^^vehiclennnrher and/or veMcletype. If the ,uesHonUs.nn.nh„.snpda^ 

^rn^^nnnunicator 120 associatedwithap— vehicle nnn-her/vehtcletype.^ 
for the asset comui r»cM a miestions with the updated set 

the asset communicator 120 updates md/or replaces the OSHA questions m 
ofQuestionsassociatedwiththeupdatedquestionUstnumber. 

01 quesxions .1 ^ nwions of TABLE 6A associated with 

If a hierarchical question list is utihzed, then questions of 1 ABi. 

i,.r nf TABLE 6B may be associated with the vehicle type or 

with individual assets, asset types (e.g., tork nns;, mui y 

renditions, or any other data related to the assets 105 or operators of assets 105^ 
^Tl^ent p^ n«y he perfhm.ed hy desi^atins an id«.Ufier in one database and 
":r.^ sale identifier in a second database to fomr a relation therehetween as 

"^''^te:«nnicationfoUo.stheprotocol. 

. „f,heresocnsesftom operators answering the OSHA q,Kst.ona.Agam. upon 

^>"— °" of th - ^ ^ ^^unication Wc to the wireless in^=«« 

the asset communicator 120 estabiisnmg a o 

a02 Uae datasets stored by the asset co^unicator 120 are transnntted 
clnutticator 120 to the — in^~ 202. l.e super,^ ^ 
s„pe,visorinterftce205«.,eviewandn,onitorres„ltsoftheOSHA<r.esno^ 

FIGURE 17A is an exemplary flow diagram 1700 for perfonmng the OSHA 

.mpli"^^^ - — — " ™ ' 

rri starts ^ step 1702. A. step 1704. an authorized operator identifier .s reccve^ hy 

mronmrnnioator 120. At step 1706. ^estion(s) related to operational status of t^e 
r Iset 105 may be pron^ted independent of an active asset commumcahon Imk 130 
:::ltret:— : .20 and Wireless infl^c^-.-. Additi^^^^^^ 
irmmunicatormayusepreviouslystor^responsestotheOSHAquestionstohnntthe 



48 



wo 2004/112403 ^ ^ PCT/US2004/013039 

prompting of questions. For example, depending on the OSHA requirements, the checklist 
only may be required for every new operator, once per shift, once per every 24 hours, etc. 
Also, the OSHA questions may be prompted having a predetermined duration between each 
prompt to encourage an operator to properly inspect the asset 105 rather than simply assuming 
the answer. Therefore, because the asset communicator 120 is intelligent and is capable of 
storing data therein, OSHA compliance may be performed in accordance with specifications 
of a given business. Therefore, the asset communicator 120 may not prompt questions for 
answers if not required at that time. Additionally, based on certain conditions (e.g., mileage) 
of the asset 105, a different checklist may be prompted on the asset communicator 120. At 
step 1708, responses to the questions are received by fee asset communicator 120. The 
responses may be entered using a keypad, touch screen, or verbal input (if the asset 
communicator 120 utilizes voice recognition software), for example. At step 1710, the 
responses to ttie questions are stored by the asset communicator 120. The responses may be 
communicated at st^ 1712 using the communication technique of FIGURE 9. At step 1714, 
the process ends. 

In addition to the questions being answered by the operator, different questions may be 
associated with different levels of severity as defined in TABLE 6 A. The levels of severity 
may be determined by system parameters maintained by a supervisor. Upon a question being 
answered in a certain way, different results may occur. For example, if the answer to the 
question of whether the headlights are working is negative, then the asset communicator may 
perform an immediate action in shutting down the associated mobile asset 105 or performing 
another action such as entering a low-speed mode or mming on a siren or light. A less 
immediate action may result in an event occurring based on a particular answer. For example, 
a negative response to the question of whether the headUghts work may result in an e-mail, 
page, or other notification being communicated to the management computer network 1 15 to 
indicate that maintenance is required for the particular mobile asset to which the asset 
communicator 120 is coupled. 

Still yet, because the components (e.g., management computing system 302, wireless 
infrastructure device 202, and asset communicator 120) of the robust wireless 
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■ .■ .„^100c are each capable ofmaking decisions, any of the coropcoents 
communicaoona system 100c are eacn p oSHA questions have not been 

i„«yorco„binean„ydetennine.hatrespo„.e3..h^^^ 

entered in a timely manner (i.e.. a business rule has been violated), us 

answered ma y components. For example, if a response to an 

action may be taken by one ' j30. ^ asset 

OSH. question or ^^Z^^-r^^ ^ supervisor of the non-responsive 

.ommumcator 20 may a ^^^^^^ ^^^^^ as a light or sire. 

1Z:1Z r^Isln. computing system 302 may communicate a message to -1 or 
TtraL L that prevents the non-responsive operator from having access thereto. 
i::«:iryr supervise: may receive a messag. pag. or e-m. .dicathrg the non- 

nr.. indualng p^ »d electromc cheChsts. typic^ly uh"^ • 
^gl.c^Hst«ratistobecomple^i.ntthe«rst,ues.ionto.elas..WhUe.^c^^^^^^^ 

. . over time only one checklist exists at any given time on each asset 105. The 
may change over tune, omy ^.^^ 
checldist may be different on each type of asset 105. but rs not 

""It checkUsts more ^siness flexible, hierarchical question Usts may be 
. 7 tr'lrespeoificinformationinamoreflexiblewaythancanbeobtamedftom 

" !::ir kL than a axed, se,uential list. ^ hiemrchieal Hst permit 
conventional checklists. vehicle or date-based 

changhtg Of .estions. based on — l^Te 105 may be 

T7«r evamole two different types of operators using me 8.*m 

,uestions may be asked of the operator. Further, rf the asset {e.g If. tmck) .s m sp 

location or encounters an i.npact. a new ch^list ^^^^^^ , <,a.base 
P1GURE17B is an exemplary block diagram 1720 for mtegratmg a 

. . 1724 into the relational databases of FIGUKE 10. By usmg 
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infonnation stored in the vehicle database 1005, operator database 1010, group database 1015, 
event/trigger database 1724, or any combination thereof. 

The robust wireless communications system 100c enables creation and management of 
the hierarchical questions. The infrastructm-e for creating the questions hereby enables these 
hierarchical questions, hi one such implementation, software, as understood in the art, 
executed by the supervisor interface 205 of the management computer system 115, pemiits the 
administrator to designate the question text, the response option text, and response option 
actions. Response option actions may include: proceed to next question, branch to question 
N, end checklist, and deactivate vehicle, for example. Such response actions permit a tree- 
like structure for the checklist questions. 

The software fiuther permits the creation of numerous such checklists, where each 
checklist is associated with a vehicle type and/or operator type. Alternatively, the checklist 
may be associated witii a Vehicle-identified condition. By assigning a checklist to an 
equipment type or single piece of equipment, the equipment is designated to ask the single 
checklist to any operator. By assignmg a checklist to an operator type or single operator, the 
same checklist is presented to the operator regardless of the equipment operated. By assigning 
the checkUst to a combmation of equipment and operator types, different operators on the 
same vehicle may be presented with different checklists. By assigning a checklist to a 
condition, the vehicle can ask questions when certain events take place, including, but not 
limited to, certain dates or times, certam locations, after an impact is detected, when battery 
voltage is low, or when a monitored meter level reaches a threshold. In one embodiment, the 
assignment of tiie check list may be performed by selecting from a hst of assigrunents (e.g., 

operator group or asset type). 

hi the event of an assigned condition occurring, for example, when a battery voUage is 
low, a checklist can ask *Did you notice tiiat the battery is low?' with responses: 'Yes, but I'm 
busy*, 'No - I'll recharge it now', 'Yes - but it is OK'. Alternatively, after an unpact, an 
operator may be asked, 'Did the recent unpact create damage?' with responses: 'Yes' and 
'No'. After a certain amount of motor hours is recorded on the equipment, the question 
'Please bring vehicle in for maintenance' may be asked, with responses: 'Not now' and 'OK'. 
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FIGURE 17C i. a. .xemptay tree smactuxe 1730 representative of a question Us. ^ 

i:;;t:^Jao™,oaai..ti»,uestion--.eass.co— rsnO,*ero^s^^ 

"n»,n.oaUonssys.en..OOc..sea.o«ansferpe.ti„e„t,ues«onsa„dr^^^^^ 

vmeless conm associated with flie assets 105, whereby only 

and actions to each asset oo„nnun.ca.or UO --'^J* ,^ 

cbec^ists relevant to the p^cula. type of ^^J^^^^^r^m.^.^.^^^ 
co,mn»icator 120. Alternatively, asset connnumcators 120 may store m p 

each checklist is defined to be associated with particular types of assets 105. 

order to provide tire questions by operator type, the asset conununrea^ .20 colle^ 
theoperator identifier ^nrtire operator utiU^Sti-eassetlO. If .hedetinedch.o^.sof^^^ 

le. ,05 mclude operator-related questions, Uren, in one enrbodinren, tire proce^ 328 of 
rasrro»unilrl20detennines«.especiticchec«istorehec.is.stoas.tireope^^ 

ftir o<?HA compliance or other business purposes. 

" "eTpLornraylnter^^*--*----^'---^'^,^:^ 
, The checklist may be presented in a graphical user mterface (C5UD format 
""Trtflarif^m format is utilised, tiren selection menus may be presented for 
iCir . answer. ^ ^es^nse to tire operat. sele^S a^-J.-^"^ 
„f I checklist an appropriate action is processed by the processor 328 to proo^ to 
pLTn.;rs:bse,u:t question and responses. As shown, for example, . ^ 

Lve multiple alternative responses (i.e., Kesp.se ^-^^^^-^-J^^^ ZX 
« ^f*n\fic resDonse action may be laKen. f 

rJTeri:^: ly be .ered during operation of the asset based on tir. 

^/TTtiol forexample. m same questions (e-g.. Question mi), alterative questions 

"rJ:,:^-nM).orno,nestionsmaybefo.,owedbytheresponseaction 

• oc^nnQ^ to the operator answering the questions. 

"riTreU, tire speci^e question and response identifier a« sto^ ^^or 
•„ ^ ,„ ,he wireless inftastruemre 202 and management computmg system 302. In one 

finalcheckUs.questionisasked.asdetenninedbyarespcnseacUon end-of-checkhst . On 
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the first checklist is complete, if a second checklist is relevant, due to the operator, vehicle or 
vehicle condition, it may be presented in the same manner as the first checklist. In response to 
the question/response combinations being stored, tlie information may be uploaded via the 
robust wireless communications system 100c to the database (e.g., database 316a) for storage 
and further analysis utiUzing the communications of FIGURE 4. In another embodiment, each 
response is transferred immediately to the wireless infi-astmcture 202 utilizing the 
communications of FIGURE 5 and the next question may be transferred back to the asset 
communicator 120 of the asset 105 for presaitation. 

TWO-WAY TEXT MESSAGING 

Two-way text messaging may be utilized on the robust wireless communications 
system of 100c in accordance with the conraiunication technique of FIGURES 4, 6A, 6B, and 
9. As suggested, the two-way text messaging is both a downlink and uplink communication 
technique that allows a message to be communicated to any vehicle, operator, group, or all 
assets. Each message may be associated with a set of responses communicated therewith. 
The receiver of the message may select one or more re^onses and communicate the responses 
back to the issuer of the message. Status information, such as time of receipt, time that the 
message is read, time of each response, and time when message is deleted, may also be 
communicated to the issuer. Two-way text messaging further may be used to set work 
instructions or other dispatch information to an operator of the asset 105. One exemplary use 
of two-way messaging includes warehouse management instructions. Additionally, the two- 
way text messaging may be used for the operator to communicate responses to the supervisor 
issuing the messages. While two-way text messaging may be performed utilizing the robust 
wireless communications system 100c, one-way text messaging or paging may also be 
performed on the system. As understood in the art, one-way text messaging does not require 
that information be communicated back to the device that issues the one-way text message. 

FIGURE 18 is an exemplary flow diagram 1800 providing a process for performing 
the two-way messaging on the robust wireless communications system 100c. The process 
starts at step 1802. At step 1804, a text message is received via the downlink communication 
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p„cessofnGUKE6A. m mobile wireless d^ice no oriy stores tex, messages associated 
L .he vehicle number, eu^. operator, or ^ idenUfier. All broadcast text messages are 
stor^ omer related message states information, such as time of receipt, may be stored. M 
step .S06, the message is prompted o. the mobile wireless device 120 on the dtsplay 333 
independent of an active communication hnk between the mobile wireless dev.ce m 
T^icaUy. an operator uses the keypad 332 and display 333 to read the centers of the text 
message and view the optional responses. The time that the text message .s read n«y 
additionally b. stored. At step 1808. the operator may respond to fl.e text messag^ ™.* 
^nse and otter rela.ed message status infom>a.ion may be stored at step 1810. Tie 
operator may respond multiple times to the same text message. Additionally, actions may be 
«ecuted by the mobile wireless device 120 based on the responses) to the text messages. 
For example, a response to a text message may cause the mobile wireless device 120.O sta. 
off the associated asset. A. step 1812, the stored data is commumcat«l usmg *e 
oe^unication tectai^ue of FIGt^RE 9. Once the responses and status data are s^ m *e 
management computing system database 3.2a. a supervisor may view the data usmg the 
supervisor interface 205. 

1 1 1.2.BATreRY MONITORING AND CHARGING 
A battety monitoring and charging application is capable of utilizing the robust 
^l«s commmncations system 100c. Two concepts exist for the batte^. monitoring^ 
including: CD notification «> the operator that the battery voltage level is low a^d (u) 
notification as to (a) which charger to mount the battery and (b) which charged batiery to 

install in the asset. . 

Regarding ti-e first concept (i.e., ratification to tite operator of low battery voltage). 
^ battery monitoring and charging application provides information an opera^r of a 
vehicle to which a baUery is coupled, and utili^ both the downlin. and uphnk aspects of the 
„bust wireless communications sy^em 100c. AdditionaUy. ti>e commmncation techmques of 
HGURES 4. 5. 6A, and 6B may be utiUzed. 
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In the downlink direction, the supervisor may set a low threshold value, such as 10.7 
volts, for the battery voltage by utilizing the supervisor interface 205. The low threshold 
value is a system parameter that is downloaded to the asset communicator 120 using data from 
TABLE 6B and the downlink techniques of FIGURE 4. 

Referring now to FIGURE 19, an exemplary flow chart 1900 provides a process for 
measuring battery voltage of an asset utilizing the robust wireless communications system of 
HGURBS 3 and 6B. The process starts at step 1902. At step 1904, a voltage level of a 
battery utilized by the asset is measured. The voltage level may be measured by the asset 
communicator 120 or by an external measuring device. Further, the voltage level may be 
measured at the battery or remotely (i.e., at another location within the asset and electrically 
coupled to the battery). 

At step 1906, a dataset, including a voltage level and identifier (e.g., vehicle identifier) 
of the asset, is formed based on the threshold voltage level being surpassed. Additionally, the 
dataset may include data elements provided in TABLE 7, including a transaction code that is 
temporal with respect to other related datasets, transaction type specifier, event time, driver 
ID, asset assignment status, battery threshold, and location reading. A visual and/or audible 
indicator may be used to notify the operator of the vehicle that the battery level is low. The 
operator may respond to the indicator utilizing the process of HGURE 20, discussed 
hereinafter. The dataset is stored at step. 1908, and communicated at step 1910 in accordance 
with the communication technique of FIGURE 9. The process ends at step 1912. 
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Transaction Type Specifier 



Transaction Code 



Vehicle Number 



Event Time 



Driver ID 



Assignment Status 



Battery Level 



Battery Threshold 



Location Reading 



TABLET. Low Battery Infonnation 



Refentag now .0 FIGURE 20. ^ excn^lary ^ diagram 2000 provide for a p^ce^ o 

si f FIGURES 3-5, 6A, ana 6B. procee, s«s a. step 2002. I^e <^a.o. of 
aL 105 issues a noUoe .0 assC oo^oator 120. utilizn>g ke^ad 332. fo^ 
7l^c ^ .he associate, bane:, should he changed wi«> a charged ha««y. A message 
ITt'oonununica.^ .0. «.e asset co— ato. 120 to th. n.anagent». cotnpu.^ 
Zl 302 using the inunediate messaging .ectai,ue of FIGURE 5. A. thts po««. «.e 

rZTst^on fl the disch^od hatt... to he placed. At step 2004, a message or noUoe 
Z^received hy the asset con^unicator 120 .on, the .anagen^ent contputntg s^.^^^^ 

^ in^ediate messaging .echni<pe of FIGURE 5. Tlte message may .ndnde (. 
ZL ha«ery, (U) specific hanery charger to mount the discharged haUcy. and (u.) specie 
charged battery to install into the asset 105. 

Reflng now to FIGURE 21, a typical woHdng envnomn™. 2100 ts pro.d. for a mobUc 
" umi^ing the robust wireless commm.ca.ons system of HGURE 3^ As shown, 
11 asset 105 includes the asset communicator 120 and a battery 2105a for operamtg 

asset 105. Upon the operator receiving the message via th. asset oommmncator 120. 
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the operator removes the battery 2105a and replaces it with a charged battery, such as a 
charged battery 2105b or 2105c mounted on a battery charger station 2110 as indicated by the 
message. The battery charger station 2110 may include a battery voltage monitor device (not 
shown) as understood in the art to monitor battery voltage of the batteries being charged. A 
local monitor 110 may be coupled to the battery voltage monitor device to communicate status 
of batteries being charged to the management computer network 115 so that the management 
computer network 115 may maintain the status of all batteries being utilized by the assets 105. 

Referring again to FIGURE 20, at step 2006, the battery 2105a is mounted to the 
battery charger specified by the message. At step 2008, the charged battery 2105b, for 
example, indicated by the message is installed into the mobile asset 105. The asset 
communicator 120 further may prompt the operator to verify that the battery is successfully 
changed as instmcted. If the operator is unable to change the battery as instructed, then the 
operator may override the instructions by entering (i) which battery charger station the 
discharged battery was placed, (ii) which charged battery was placed into the mobile asset 
105, and/or (iii) a message indicating other occurrences in changing the battery. A swap 
confiraiation message may be stored by tlie asset communicator 120 and communicated to the 
wireless infi-astracture 202 using the communication technique of FIGURE 9. The process 
ends at step 2010. 

1 . 1 . 1 .3 .IMP ACT MONITORING 
FIGURE 22 is a top view of an exemplary mobile asset 105 capable of measuring 
impact of the mobile asset 105. To measure impact, impact sensors 2202x and 2202y (e.g., 
accelerometers) are mounted to the mobile asset 105 and electrically coupled via the wires 
2204 to the asset communicator 120 associated wdth the mobile asset 105. As shovm, the 
impact sensor 2202x is oriented in the x-axis direction, and the impact sensor 2202y is 
oriented in the y-axis direction. By utilizing multiple sensors havmg different axes of 
orientation, the asset communicator 120 is capable of receiving impact signals firom the 
impact sensors 2202x and 2202y, and determining the level, duration, waveform, and angle of 
impact. It should be understood that the axes of orientation for the sensors 2202x and 2202y 
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r^y ^ different and fl,at fl>e asset oo— ator 120 may be p-o^a^med to compute the 
and angle of bnpact based on the orientations as understood in the an. It should be 
ftrther understood that other impact sensors may be oriented in different orien.at.ons (e.g.. z- 
.xis) and utilized to measure impacts from diffe«nt directions (e.g.. vcrfcal). 

HGURE 2J is an exemplary flow diagram 2300 for monitoring for an impact to the 
mobile asset 105 of FIGURE 22. The process starts a. step 2302. At step 2304. an impact 
between the mobile asset 105 and anoa.er object occurs, and impact signals having d,ff«e„. 
axes of orientation are received. Tlae impact sensors 2202x and 2202y may be posmon 
velocity, acoele^tion. fo^. and/or impact sensors. V.. signals generated 6om the nnp^ 
sensors 2202x and 2202y may provide parameters to the asset commmu«.tor 120 for 
computing the g-fo«e of impact or any ofl.er relevant impact parameter. includ.ng du^Uon. 
wavLnn, and profile of impact, which may be utilized to distinguish a true .mpaa ftom 

A. step 2306. the time of recript of the impact sip^als are detennincd. m the case of 
utiUzing the impact information to ^ a rescuer, tor example, the time of re«ipt of the 
impact may be important in .em>s of rescue efforts. The time may also be critic^ in repl^ 
Jhistorical locaUons of assets a.*etime.ftheimpactMstep230S.««l«e.andang,eo^^ 

*e impact may be detennined based on .he impact signals. angle of unpaC may be 
compL by a software p»^ operating in me asse. communicator 120 or managenaent 
confuting system 302. where the software pro^ may convert the impact levels received m 
^Jian coordina^s (i.e.. ^ values) to polar coordina.es (i.e.. r.e values) to pro u« 
magnimde and angle of impact as m,dersu^ in <^ A. s.ep — 

iBcludinS H-e. impaC level, impact duration, impact profile, and m,pact angle, may 
be stored as a datasetThe process ends at step 2312. ..^ h,..,^ 

ABLE 9 provides an exemplary list of parameters that may be stored wrth the dataset 
in an impact database. As discussed with regard to the robust wireless communicatio^ 
1cm lOOc. a transaction code may be gene^ted and stored with the dataset. Because the 
L commu„ica«>r 120 has od.er various perUnent information for impact analysis, such as 
driver ID. assignment s«.t«s of the mobile asset 105. impact threshold (system parameur). 
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engine state, and location, other relevant information may be included on the dataset. Of 
course, any other data stored or determinable by the asset communicator 120 may be included 
in the dataset. 



Transaction Code 



Vehicle Number 



Event Time 



Driver ID 



Assigned? 



Impact Level 



Impact Angle 



Impact Thresholds 



Engine State 



Location Reading 



TABLES. Impact Information 

The dataset may be communicated from the asset communicator 120 to the wireless 
infrastmcture unit 225 using the communication technique of FIGURE 9. Because impact of 
a mobile asset 105 may involve personal injury, real-time communication may be important, 
so the immediate communication technique of FIGURE 5 may be utilized to inform 
authorities. Receipt of the page by the management computer system 115 may trigger a 
notification to local authorities via a paging message, e-mail, or telephone caU. An impact 
may be considered a violation of a business rule and trigger one or more events, such as 
preventing the operator involved in the impact from accessing the same or other vehicles. The 
asset communicator may also (i) shut down the vehicle, (ii) put the vehicle into a creeper 
mode so that vehicle may be moved if necessary, but not used as normal, or (iii) turn on a 
signal such as a Ught or siren. The dataset may provide the supervisor or authorities with 
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tafonnato for reconsmaction of fl,e intact. For .xamp... if a colHsion occurs between two 
„.^.ored asses. fl.en the cause of me oolHsion »ay be — by .he data generate! 
^ boa asset ccn™™.ica.ors 120. One scenario may include an ununhzed vetaCe 
recording an impact with a vehicle that is being driven by an identified operator. 

1.1.1.4MAINTENANCEM0NIT0WNG 
Scheduled maintenance of assets, includmg bofl. fixed and mobile .ss«s, may be 
managed by utilizing *e robust wireless communications system lOOo. m manag«^ent 
computing system 302 may predetennine. forecast, or project an expiration date for a 
^eduled maintenance for the assets being managed by the managem^t oompuh,^ system 
302 based on historical utilization information. Assets may also be scheduled based on 
^sponses flom OSHA questions or by the asset communicator 120 sensing maintenance 
problems wia- «.e ass« 105. Maintenance events also maybe scheduled manually, such as by 
a maintenance supervisor. To detennine the expiration date, the management computmg 
syst^t 302 may inspect the vehicle utilization infonnation of TABI^ 4 as sto^ m a 
database 312. for example, and extrapolate fi.ture utiUzation of the asset 105. AddthonaUy. 
software may trac. global parameters ibr the assets ,05 to determine the exp^hon date for 
fl.e scheduled maintenance. Such global parameters may include mileage and hou« of use. 
motion, and lift time, for example, as weD as calendar dme since last mamtenanc. 

• — i,M»it r.n scheduled maintenance discrepancies 
Additionally, the system may pnontize based on scneouieo 

between the projected and scheduled maintenance times. 

HGURE 24 is exemplaiy block diagram 2400 indicative of ame^od formanagmg 
^eduled maintenance of assets. The process starU at step 2402. At st^ 2404, .hed^e 
maintenance due for asset by a predetennined expiration date is determined. Tbe 
Iterminadon may be made mamially or automaticaUy. At step 2406 a m.sage^ 
communicated to the asset using the communication technique of FIGURE 9 to mdicate t,«t 
...scheduled maintenance is due by thepredetennined expiration dat^Thcmessagemay be 

generated manually by a supervise or automatically by the management computmg sys«m 
302 in one embodiment. Uie message is transmitted to the asset commmncator 120 via 



60 



wo 2004/112403 ^ PCT/US2004/013039 

paging message to ensure that the asset communicator 120 receives the message with an 
appropriate amount of time to have the scheduled maintenance performed on tiie asset. 

At step 2408, an operator of the asset is notified of the scheduled maintenance by 
comniuiucating the message to the operator at the asset via the asset communicator 120. The 
notification may be in the form of a visual display or an audible message. The process ends at 
step 2410. 

The predeteimined expiration date is a mandatory date for which maintenance is to be 
performed on the asset. In other words, the predetermined expiration date is the date by which 
the asset must be brought into a maintenance center, or a maintenance worker comes to the 
asset to perform the maintenance. Upon the asset having the scheduled maintenance 
perfoimed, the asset communicator 120 and/or the management computing system 302 may 
be updated wirelessly. And, the asset communicator 120 may communicate with an on-board 
computer, such as an automobile computer, to assist with the diagnostics. If, however, the 
scheduled maintenance is not performed on the asset before the end of the predetermined 
expiration date, then the asset communicator 120 may disable, put into creeper mode, and/or 
disable certain features (e.g., lift). At this point, only an authorized user, such as a supervisor 
or maintenance personnel, may access the asset commuriicator 120 and operate the asset 

1.1.1.5.INDIRECT COMMUNICATIONS SYSTEM 
Heet management and tracking of vehicles, railcars, and trucks, for instance, maybe a 
difficult venture due to situations of remote distribution of the assets. Additionally, due to 
system coverage constraints, it is possible that various assets within a fleet rarely or never 
come within range of a local monitor 110. For example, railcars often times do not come 
within a certain minimum range of a station for an asset communicator 120 to form an asset 
communication link 130 with a local monitor 1 10 located at the station. As another example, 
large automobile lots may preclude asset communicators 120 mounted to automobiles located 
at the back of the parking lot fi-om maintaining an active asset communication link 130 with 
the wireless infi-astructure unit 225, thereby preventing updating of the databases within tbe 
asset communicator 120 during potentially long periods of time. Additionally, certain 
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„ -ts 225 r^y no. include a — =a«on urn. 230a. 230b. or 230c. 

7^ a case witless nni. 225 co»nu„ica.es wi* a. .ea. one ^ 

lis ^= o.. » inai^cU, co— wi. «^ 

computing 302. F« *e« and ote reasons, an ancmativc cnrbodnncn. of fl.e robnst 

wireless infrastructure lOOc is provided. 

HGWB 25 is an cxe„.p.ar, en*oain,en. of a — ~cn« .OOe cons^^cn. 
wifl. that of HOUSE 1 for providing wireless connn««caaons on a r«no«ly popula.«i flc« 
" 2m sucb as railcars. As shown. *e asse. include a loconrotive 105g and a«ao^ 

ir lOSb-lOS. and railcars .05. and 105...05n nna«acbed .o .e — 
While d»rai.cars.05h..05k may be wito wireless comn,unica«onrangeof«.es.a«on2502 

r:etca.n.oniU,r..0..erailcars.051..05na.eunab,eroforn.awirelessc— 

/ 1 «H«r no However, it should be understood that the asset 
link with the local monitor 110. nowcvci, 

"cator/local monitor pair 120/110 may perform the same or similar ~aUty . 
Ileal monitor 110 having its databases (e.g., 312b, 314b. and 315b) being updated .a tl^^ 
rclonitornO. ItshouldbefUrtherunde.toodthattheh.dw.^ 

xnay be substantially the same as asset communicator 120. ,,,100/110 
coupled tothelocomotivelOSgisanassetcommunicator/localmomtorpaar 120110, 

whichiralicethatperfonnsboth asset communicator 120 andlocalm^^^^ 
which IS a device P . on the locomotive or key commumcation 

Alternatively, only a local momtor may be deployeao . ,n., ^le asset 

, , -.^^ iin with the locomotive 105g, tne assei 
noint By including a local momtor 110 wim me 

P . • 190/110 mav operate as a mobile local momtor, and 

communicatorAocal momtor panr 120/110 may opera 

commumca communicate directly with the 

commnnicate with asset commumcators 120 that are un 

rrnronl*. . .0 .ounled . *e s«ion 2502. A.—. *e asse. — — 
.oniu^r pair 120/1,0 n»y be ™. or n.»e devices coupled vra a w«d or wrreless 

""■^'t:"— rs 120b.l2<. .a. .era-e in a wbe« 
^et conununicators .20h..20n are capab.e of conununicaSng flnough each o*er In 
in *e repeater n,ode. *e asset connnunicators 120h-.20n are capable o 
ZllTand reclving d.e infonnation stored in the. respec«ve databases, ^e asset 
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communicators 120h-120n may communicate directly with the asset communicatorAocal 
monitor pair 120/110 to fonn an asset communication link 130e or with another asset 
communicator (e.g., between asset communicators 120h and 1201) to form an asset 
communication link 130f. Asset communicator 1201 is shown to be attempting a transmission 
of data with potential asset communication links 130e/f. By having the asset communicators 
120h-120n communicating the data between each other and/or eventually to the asset 
communicator/local monitor pair 120/110, the data generated in the asset communicators 
120h-120n eventually is capable of reaching the management computing system 302 via the 
local monitor 110. 

The robust wireless conununications system lOOe is capable of determining the 
number of existing assets 105 operating on the system lOOe without having direct 
communication links to each asset 105 (i.e., without complete coverage). Additionally, the 
system lOOe may be able to detennine the relative distances of the asset 105 ftom a local 
monitor 110. To determine the relative distances, an algorithm may be utilized to determine 
the number of "hops", where the number of hops refers to the number of interaiediary links 
between the asset communicator 105i and the local monitor 110, which is three in this case. 
To determine the number of hops, each asset communicator 120 niay perfoim a query to 
detennine if a direct communication link 130i to a local monitor 110 may be established. If 
so, then the number of hops is deteraiined to be one. Otherwise, upon a communication link 
130e between the asset communicator 120h and the asset communicator/local monitor pair 
120/110, the asset communicator 120h determines that the number of hops is two by adding 
one to the number of hops returned by the asset communicator/local monitor pair 120/110. 
The process may repeat for each of the asset communicators 120i, 120j, and 120k, for 
example. It should be understood that the algorithm may be performed in other ways, but that 
the functionality should produce the same or similar results. 

HGURE 26 is an exemplary flow diagram 2600 for an indirect upUnk communication 
with remotely populated assets utilizing the robust wireless communications system lOOe 
according to FIGURE 3. The process starts at step 2602. At step 2604, data is generated at a 
first mobile wireless device, such as the asset communicator 120n. The data maybe stored at 
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• 1 A • „ntn « wireless commimication link is established with a 
the first mobile wireless device until a wireless commuii 

_„a ™bUe — aevic or remote .oca, n,o:..o.. M step 2606. *c daU .s — ^ 
fto. fte fi.^ n^obilc — device .o .he second mobile wireless dev.oe. fl-e data 

^ .e s.o«d a. *e aecond mobUe — device or remote local monitor ^ a wrreless 
communication Unk is estabHshed with a ftird mobUe tireless device or local monrtor A, 
step ^608 .he data is .ransmi«ed ftom *e second mobile wireless device .o dre local momtor, 
local moni.or may be mo„n.«d .o a mobDe asset or fix«i to a struc«rr. 
Accordingly, the data may be in the form of datasets. and have transaction codes as«.c.ated 
Xeach Let as per the nplin. commnnication technique of nOU^ 9. As ^ assets 
are connnunica.ed throughout the network of mobile wireless devices and remo^ local 
monitc.. the mmsaction codes may be used to identic the temporal relahonslnp be^.e«. 
aatasets reduced by a mobile wireless device. It should be understood that the data may^ 
eommunicat^i. in either the npHnk or downhnk direction, between any ^.o mob. e w^e^ 
devices wi,hou.ei«.er of d^mobUe wireless devices havingawirelesscommnmcauonhnkto 

any other mobUe wireless device or local monitor no. 

TO avoid having endless loops of data communicating amongst the asset commumcato. -0 

^ algorithm is provided. The algoridm. utili^ a listing of asset commnmcators 20 or 

^ote local mor^tors through which the dau has passed. An asse. — 

^„te local monitor does not send data «».gh any asse. communicator ahea^y rn the 1^ 

The asse. communicators choose a nearby asset communicator 120 or remote local mom.or 

^rleemed -closer- to *e local monitor UO. where ■closer' indica.es ^ fewer 

communication-hops-arere,mr«3toreachthelocalmomtorllO. 

Tlre previous description is of a preferred embodiment for nnplementing 4e 
invention, and tire scope of tire tovention should no. necessarily be hmi.ed by tins description, 
me scope offcepresen. invention is ms.ead defined by ti.efollowmg claims. 
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WHAT IS CLAIMED IS: 

1. A method for providing access to an asset for an operator of the asset, said 

method: 

receiving an operator identifiCT; 

determining a group identifier associated with the operator identifier, the group 
identifier being indicative of a group that the operator is a member, 

detemiining, based on the group identifier, whether the operator is authorized to utiUze 

the asset; and 

providing access to the asset in response to successfiiUy determining that the operator 
is authorized to utilize the asset 

2. The method according to claim 1, wherein said detemiining whether the 
operator is authorized to utilize the asset includes verifying at least one of the following: day, 
time, and location of the asset. 

3. The method according to claim 2, finther comprising determining the location 
of the asset by a device associated with the asset. 

4. The method according to claim 1, wherein said detemnning of the group 
identifiers is performed exclusively by a device coupled to the asset. 

5. The method according to claim 1 , wherein the asset is at least one of fixed and 

mobile. 

6. The method according to claim 1, finther comprising receivmg a password 
associated with the operator identifier, the password being utilized in providing access to the 
asset for the operator. 
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7. The method according to claim 1, further comprising disabling the asset from 
being operated by the operator in response to at least one of the following: 
after an authorized use of time; 
when indicated by the operator; and 
when determined by condition data. 

8 The method according to claim 1. fcriher compridng diaabling fte asset in 
^cnse to detenni^g that the asset is c»xently not being operated and has not been 
operated for a minimum duration of time. 

9. The method according to claim 1, wherein said detemiining of the group 
identifier includes accessing a database containing the group identifier. 

10. The method according to claim 1, finlher comprising generating a transaction 
code in response to said providing access to the asset. 

U The method according to claim 10. fixrther comprising fomung a dataset 
including the transaction code, time of providing access to the asset, and operator identifier. 

12. The method according to claim 11, further comprising storing the dataset. 

13. The method according to claim 12. finlher comprising transmitting the dataset. 

14. The method according to claim 1. fiarther comprising receiving a biometric 
measurement associated with abiometric identifier of the operator. 

15. The method according to claim 1. finrther comprising generating the group 
identifier by associating operators with particular assets or types of assets. 
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16. The method according to claim 1, further comprising assigning groups of assets 
to a group of operators. 

17. A system for providing an access to an asset by an operator, said system 

comprising: 

means for receiving an operator identifier; 

means for determining a group identifier associated with the operator identifier, the 
group identifier being indicative of a gi oup that the operator is a member; 

means for determining, based on the group identifier, whether the operator is 
authorized to utilize the asset; and 

means for providing access to the asset upon successfiiUy determining that the operator 

is authorized to utiUze the asset. 

18. The system according to claim 17, fiuther comprising means for verifying at 
least one of the following: day, time, and location of the asset. 

19. The system according to claim 18 fiirther comprising means for determining 
the location of the asset. 

20. The system according to claim 17, wherein the asset is at least one of fixed and 
mobile. 

21. The system according to claim 17, fiirther comprising means for receiving a 
password associated with the operator identifier, the password being utilized in providing 
access to the asset for the operator. 

22. The system according to claim 17, fiirther comprising means for disabling the 
asset from being operated by the operator in response to at least one of the following: 

afl:er an authorized time of use; 
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when indicated by the operator; and 

when detennined by authorization condition data. 

23 Hie system according to claim 22, wherein said means for disabling includes 
means for determining that the asset is currently not andhas not been operatedforaminimu^ 

duration of time. 

24. The system according to claim 17, wherein said means for detemmring of the 
group identifier includes means for accessing a database containing the group identifier. 

25. The system according to claim 17, further comprising means for generating a 
transaction code in response to said providing access to the asset. 

06 The system according to claim 25, further comprising means for fonning a 
datasetLluding the transaction code, time of providing access to the asset, and operator 
identifier. 

27. The system according to claim 26, further comprising means for storing the 
dataset. 



28. 

the dataset. 



The system according to claim 26, further comprising means for transmitting 



29. The system according to claim 17, fiirther comprising means for measunng a 
biometric identifier of the operator. 

30. The system according to claim 17. further comprismg means for generating the 
group identifier by associating operators with particular assets or types of assets. 
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31. The system according to claim 17, further comprising means for assigning 
groups of assets to a group of operators. 

32. A computer-readable medium having stored thereon sequences of instructions, 
the sequences of instructions including instructions, when executed by a processor, cause the 

processor to: 

receive an operator identifier; 

determine a group identifier associated with the operator identifier, the group identifier 
being indicative of a group that the operator is a member; 

determine, based on the group identifier, whether the operator is authorized to utiUze 

the asset; and 

provide access to the asset upon successfully determining that the operator is 
au^orized to utilize the asset. 

33. A wireless device operable to provide access to an asset by an operator, said 

mobile wireless device comprising: 

a processor operable to determine accessibiHty for the operator, said processor being in 
communication with the asset to enable and disable usage of the asset by the operator; 

an input device coupled to said processor, and operable to receive information 
associated with the operator; 

a memory device coupled to said processor; and 

at least one database stored in said memory device, said at least one database including 
(i) identification data related to the information associated with the operator, and (ii) 
authorization condition data associated with the identification data. 

34. The wireless device according to claim 33, wherein the information associated 
with the operator includes an operator identifier. 
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35. The wireless device according to claim 33, wherein the data related to the 
information associated with the operator includes a group identifier. 

36. The wireless device according to claim 33, wherein the asset is at least one of 
fixed and mobile. 

37. The wireless device of claim 33, wherein the authorization condition data 
includes at least one of the following: day. time, and location of the asset. 

38. The wireless device according to claim 37, wherein the location of the asset is 
determined by the processor. 

39 The wireless device according to claim 33. further comprising a wireless 
communication unit coupled to said processor, and operable to receive the data related to the 
infonnation associated with the operator and authorization condition data. 

40. The wireless device according to claim 33. wherein the iiq)ut device includes at 
least one of a keyboard, microphone, memory device reader, and physiological reader. 

41. The vdreless device according to claim 33. wherein said processor is further 
operable to generate a transaction code in response to an operator being provided access to the 
asset. 

42 The wireless device according to claim 41, wherein said processor is operable 
to form a dataset including the transaction code and information associated with the operator 
and to store the dataset in the at least one database. 

43. The wireless device according to claim 33, wherein said processor is operable 
to disable the asset based on at least one of the following: 
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an authorized use of time; 

an indication by the operator, and 

the condition data. 

44. A method for tracking the location of an asset utilizing at least one wireless 
device in an asset management system, said method comprising: 

receiving at least one communication signal by a mobile wireless device from the asset 
management system; 

calculating position of the asset, by the mobile wireless device, based on the received 
at least one communication signal; and 

storing the position of the asset in the mobile wireless device, 

45. The method according to claim 44, further comprising: 
determining whether the asset is in motion; and 

calculating the position of the asset at a higher frequency rate based on whether the 
asset is in motion as compared to a frequency rate if it is determined that the asset is not in 
motion. 

46. The method according to claim 44, wherein the asset is at least one of fixed 
and mobile. 

47. The method according to claim 44, wherein said calculating includes 
performing a triangulation calculation. 

48. The method according to claim 44, wherein said storing occurs based on an 
operating condition of the asset. 

49. The method according to claim 48, wherein the condition includes being in 
motion and being idle. 
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50. The method aecording to claim 44, wherein said storing is substantially 
periodic. 

51. The method aceording to claim 44. wherein the mobile wirdess device is an 

asset communicator. 

52. The method according to claim 44. wherein said receiving of the a. least one 
commmiications signal is terrestrial based. 

53. The method according to claim 44, wherein said receiving of the a. least one 
commmiications signal is satelUte based. 

54 Themethodaccordingtoclaim44,Sirthercomprising: 

generating an identifier associated with said calculating of the position of the 
asset, the identifier being in temporal relation to other identifiers generated for other positions 

of the asset; , 
fomning a dataset including the identifier and position of the asset; and 
wherein said storing of the position of the asset in the mobile wireless devxce 

includes storing the formed dataset 

55 The method according to claim 54. further comprismg: 

determining if communication link between the mobile wireless device and a 
component ofthe asset management system exists; and 

communicating the dataset to the component of the asset management system 

if a communication link exists. 
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56. The method according to claim 55, further comprising maintaining the dataset 
in the mobile wireless device until a determination is made that a wireless conraiunication Unk 
is established. 

57. A wireless device for performing location tracking of an asset being monitored 
by an asset management system, said wireless device comprising: 

means for receiving at least one communication signal &om the asset management 

system; 

means for calculating, coupled to said means for receivmg, position of the asset based 
on the received at least one communication signal; and 

means for storing, in communication with said means for calculating, the position of 
the asset being monitored by the asset management system. 

58. The wireless device according to claim 57, further comprising: 
means for determining whether the asset is in motion; and 

means for calculating the position of the asset at a higher frequency rate based on 
whether the asset is in motion as compared to a frequency rate if it is detemiined that the asset 
is not in motion. 

59. The wireless device according to claim 57, further comprising: 

means for generating an identifier associated with the calculated position of the 
asset, the identifier being in temporal relation to other identifiers generated for other positions 
of the asset; 

means for forming a dataset including the identifier and position of the asset; 

and 

wherein said means for storing the position of the asset is fiirther operable to 
store the dataset 

60. The wireless device according to claim 59, further comprising: 
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means for determining if communication link between the wireless device and 
a component of the asset management system exists; and 

means for communicating coupled to said means for computing and operable 
to communicate the dataset to the component of the asset management system if a 
commuiucation link exists. 

61 n>. wireless device according to claim 60, forther compridng means for 
maintaining the datase, in said means for storing ».til a detennination is made fl»t a wireless 
communication link is established. 

60 A wireless device coupled to an asset and operable to perform location tracking 
oftheasJet being monitored by an asset management system, said wireless device comprising: 

a receiver operable to receive at least one communication signal from the asset 

management system; 

a processor in communication with said receiver, 

software executed by said processor and operable to calculate position of the 
asset based on the received at least one communication signal; and 

a storage unit in communication with said processor and operable to receive and store 

the calculated position of the asset. 

63. The wireless device according to claim 62. wherein said software is finiher 

operable to: 

deteraiine whether the asset is in motion; and 

calculate the position of the asset at a higher frequency rate based on whether the asset 
is in motion as compared toafrequency rate ifit is determined that the asset is not in mohon. 

64. The wireless device according to claim 62. wherein the asset is mobile. 
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65. The wireless device according to claim 62, wherein said software utilizes a 
triangulation computation to perforai the calculation to determine position. 

66. The wireless device according to claim 62, wherein said software stores the 
position based on an operating condition of the asset. 

67. The wireless device according to claim 66, wherein the operating condition 
includes being in motion and being idle. 

68. The wireless device according to claim 62, wherein the storage unit is operable 
to store the calculated position substantially periodically. 

69. The wireless device according to claim 62, wherein said receiver is operable to 
receive terrestrial based signals. 

70. The wireless device according to claim 62, wherein said receiver is operable to 
receive satellite based signals. 

71. The wireless device according to claim 62, wherein said software is fiirther 
operable to: 

generate an identifier associated with the calculated position of the asset, the 
identifier being in temporal relation to other identifiers generated for other positions of the 
asset; 

form a dataset including the identifier and position of the asset; and 
wherein said storage unit is further operable to store the dataset. 

72. The wireless device according to claim 71, wherein said software is fiirther 
operable to: 



75 



_ PCT/US2004/013039 

WO 2004/112403 

determine if a communication link between the mobile wireless device and a 
component of the asset management system exists; and 

commnnicate the dataset to the component of the asset management system if a 

commuDication link exists, 

73 The wireless device according to claim 72. wherein said software is further 
operable to maintain the dataset in said storage unit until a detennination is made that a 
wireless communication link is estabhshed. 

74. A method for utilizing a wireless communications system having a wireless 
infrastructure and a wireless device associated with the asset, said method comprising: 
receiving an operator identifier from an operator of the asset; 

prompting, independent of an active communication link between the wireless device 
and wireless infrastructure, a question related to operational status of the asset for the 
operator; 

receiving a response to the question; and 
storing the response to the question. 

75 The method according to claim 74, further comprising: 

deiennining that an active communication link between the asset and wireless 

infrastructure exists; and 

transmitting the stored response to the wireless infrastructure from the wireless devace 
if an active communication link exists, otherwise, maintaining the response to the question. 

76. The method according to claim 74, further comprising: 

assigning an identifier to the response having a temporal relationship to other 

identifiers assigned to other responses; and 

storing the identifier in relation to the response. 
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78. The method according to claim 74, further comprising: 

receiving a new question by the wireless device from the wireless infrastructure; and 
updating the question. 

79. The method according to claim 74, wherein the question is specific to the asset. 

80. The method according to claim 74, fiarther comprising storing a list of 
questions related to the operation status of the asset. 

81. The method according to claim 80, further comprising receiving the list of 
questions via a wireless communications link prior to said storing thereof, the Ust of questions 
being related to OSHA compliance. 

82. The method according to claim 74, further comprising waiting for a 
predetermined time period prior to prompting a sequential question, the predetermined time 
period based on an estimated time to perform an inspection of the asset related to the question 
being prompted to tiie operator. 

83. The method according to claim 74, wherein the response has a severity value 
associated therewith. 

84. The method according to claim 74, further comprising: 
determining if the question is required to be prompted for the operator, and 
performing said prompting of the question to the operator if said determming results in 

the affirmative. 

85. The method according to claim 74, fiarther comprising: 
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determining if the question is required to be prompted based on an operating condition 
of the asset; and 

performing said prompting of the question to the operator if said determining results in 
the affirmative. 

86. The method according to claim 74, wherein said prompting of the question 
includes accessing questions that relate to OSHA regulations. 

87. A wireless device for performing inspection of an asset utilizmg a wireless 
communications system having a wireless infrastracture, said wireless device being associated 

with the asset and comprising: 

an input unit operable to receive an operator identifier from an operator of the asset; 

a processing unit operable to receive the operator identifier from said input unit and 
operable to prompt, independent of an active communication link between the wireless device 
and wireless infrastmcture, a question related to operational status of the asset for the 
operator; 

a display unit coupled to said processing unit and operable to display the question 
being prompted to the operator, a response to the question being prompted being received by 

said processing unit; and 

a storage unit in conmiunication with said processing unit and operable to store the 

response to the question. 



88. 



The wireless device according to claim 87, wherein said processing unit is 
further operable to: 

determine that an active communication Imk between the asset and wireless 

infrastracture exists; and 

transmit the stored response to the wireless infrastructure if an active communication 

link exists, otherwise, maintain the response to the question. 
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89. The wireless device according to claim 87, wherein said processor is further 
operable to: 

assign an identifier to the response having a temporal relationship to other 
identifiers assigned to other responses; and 

store the identifier in relation to the response. 

90. The wireless device according to claim 89, wherein the identifier is a 
transaction code. 

91. The wireless device according to claim 87, wherein said processing unit is 

finther operable to; 

receive a new question firom the wireless infirastructure; and 
update the question being stored in said storage xmit. 

92. The wireless device according to claim 87, wherein the question is specific to 
the asset. 

93. The wireless device according to claim 87, wherein said storage unit is fiirther 
operable to store a list of questions related to the operation status of the asset 

94. The wireless device according to claim 93, wherein said processing unit is 
fiirther operable to receive tlie list of questions via a wireless communications link prior to 
said storage unit storing the list of question, the list of questions being related to OSHA 
compliance. 

95. The wireless device according to claim 87, wherein said processing unit is 
fiirther operable to wait for a predetermined time duration prior to prompting a sequential 
question, the predetermined tune duration being based on an estimated time to perfomi an 
inspection of the asset related to the question being prompted to the operator. 



79 



— PCT/US2004/013039 
WO 2004/112403 



96. The wireless device according to claim 87, wherein the response has a severity 
value associated therewith. 

97. The wireless device according to claim 96, wherein said processing \mit is 
iurther operable to communicate a message in response to the response exceeding a 
predetermined sev«ity value. 

98. The wireless device according to claim 87, wherein said processing unit is 

further operable to: 

determine if the question is required to be prompted for the operator; and 

prompt of the question to the operator if the determination results in the affirmative. 

99. The wireless device according to claim 87, wherem said processing xmit is 
further operable to: 

determine if the question is required to be prompted based on an operating condition 
of &e asset; and 

prompt of the question to the opwator if the determination results in the affirmative. 

100. The wireless device according to claim 85, wherein said processing unit is 
further operable to access a Ust of questions related to OSHA regulations. 

101. A system for performing inspection of a mobile asset utilizing a wireless 
communications system having a wireless infi^tructure and a wireless device associated with 
the asset, said Systran comprising: 

means for receivmg an operator identifier firom an operator of the asset; 
means for prompting, independent of an active communication link between the 
wireless device and wireless infirastructure, a question related to operational status of the asset 
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for the operator, said means for prompting being in communication with said means for 

receiving; 

means for receiving a response to the question and in communication with said means 
for prompting; and 

means for storing the response to tlie question, said means for storing being in 
communication with said means for prompting. 

102. The system according to claim 101, further comprising: 

means for determining that an active communication Imk between the asset and 
wireless inlfrastructure exists; and 

means for transmitting the stored response to the wireless infrastructure from the 
wireless device if an active communication link exists, otherwise, maintaining the response to 
the question. 

103. The system according to claim 101, further comprising: 

means for assigning an identifier to the response having a temporal relationship 
to other identifiers assigned to other responses; and 

means for storing the identifier in relation to the response, 

104. The system according to claim 103, wherein the identifier is a transaction code. 

105. The system according to claun 1 01, further comprising: 

means for receiving a new question by the wireless device from the Vydreless 

infii^stracture; and 

means for updating the question. 

106. The system according to claim 101, wherein the question is specific to the 

asset. 
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107. The system according to claim 101, further comprising means for storing a list 
of questions related to the operation status of the asset 

108. The system according to claim 107, further comprising means for receiving the 
list of questions via a wireless communications link prior to said storing thereof, the list of 
questions being related to OSHA regulations. 

109. The system according to claim 101, further comprising means for waiting for a 
predetermined time duration prior to prompting a sequential question, the predetermined time 
dxiration based on an estimated time to perform an inspection of the asset related to the 
question being prompted to the operator. 

110. The system according to claim 101, wherein the response has a severity value 
associated therewith. 

111. The system according to claim 101, further comprismg: 

means for_detennining if the question is required to be prompted for the operator; and 
means for prompting the question to the operator if the determination results in the 
affirmative. 

112. The system according to claim 101, further comprising: 

means for determining if the question is required to be prompted based on an operating 
condition of the asset; and 

means for prompting the question to the operator if the determination results in the 

affirmative. 

113. A system for monitoring impact of an asset, said system comprising: 

an input unit operable to receive an operator identifier of the asset prior to the asset 
being operated; 
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at least one sensor coupled to the vehicle and operable to sense an impact on the 
vehicle , and operable to produce at least one impact signal associated therewith; 

a processing unit in communication with said input unit and said at least one sensor, 
s^d processing unit being operable to receive the at least one impact signal from said at least 
one sensor, said processing unit further operable to determine, based on the at least one impact 
signal, a level of impiact on tiie vehicle; and 

a storage unit in communication with said processing unit and operable to store the 

operator identifier and level of impact as a dataset. 

1 14. The system according to claim 113, wherein said at least one sensor is operable 
to generate the at least one impact signal based on a change in G-force. 

115. The system according to claim 113. wherein the asset is an automobile or 

truck. 

116. The system according to claim 113. wherein the asset is an industrial or 
military vehicle. 

117. The system according to claim 113. wherein said processing unit is further 

operable to: 

fonn an indicator; and 

apply the indicator to the dataset. 

118. The system according to claim 1 17, wherein the indicator is a transaction code. 

119. The system according to claim 113. wherein said processing unit is further 
operable to detefmine an angle of impact on the asset if multiple sensors are utilized to sense 
an impact. 
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120. The system according to claim 113, further comprising a wireless receiver unit 
in communication with said processing unit and operahle to receive a wireless commxmication 
signal including at least one impact threshold, said processing unit being operable to receive 
and store the at least one impact threshold in said storage unit. 



121. The system according to claim 120, wherein the at least one impact threshold 
includes a level value. 

122. The system according to claim 120, wherein the at least one impact threshold 
includes a duration value. 

123. The system according to claim 113, further comprising: 

a wireless communication unit in communication with said processing unit and 
operable to communicate with a wireless network, said processing unit operable to determine 
whether a commimication link by said wireless communication unit with a wireless network 
exists; and 

if the communication link exists, said processing imit operable to transmit the stored 
dataset to the wireless network via said wireless communication unit. 



unit operable to transmit the stored dataset to the wireless network via said wireless 
communication imit. 

124. The system according to claim 123, further comprising a network storage unit 



125. The system according to claim 113, wherein said processing unit is further 
operable to: 

determine time of impact; 

determine an assignment status of the asset at the time of impact; and 



otherwise, upon the communication link becoming established, said processing 



operable to receive and store the dataset in the wireless network. 
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Store the assignment status with the dataset in said storage unit. 

126. The system according to claim 113, wherein said processing unit is fiirther 
operable to: 

receive an impact tlireshold indicative of an impact severity above which to store the at 
least one impact signal in response to an impact being sensed by said at least one sensor; and 

store the at least one impact signal in response to the impact level crossing the impact 
threshold. 

127. The system according to claim 126, wherein the impact severity includes 
impact level and duration. 

128. The system according to claim 113, wherein said processing unit is further 

operable to: 

detenmine time of impact; 

monitor a state of a device operable to move at least a portion of the asset at the 

time of impact; and 

store the state with the dataset. 

129. The system according to claim 113, wherein said processor is further operable 

to: 

determine time of impact; 

determine location of the asset at the time of impact; and 
store the location of the asset with the dataset. 

130. The system according to claim 113, wherein said processor is further operable 

to: 

receive the dataset; and 
analyze the dataset. 
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131. The system according to claim 130, wherein said processing imit is operable to 
analyze the dataset in substantially real-time, 

132. The system according to claim 130, wherein said processing unit is further 
operable to: 

generate a message indicative of the impact dataset; and 

communicate the message to a supervisor or an authority for notification of an impact 
of the asset. 

133. The system according to claim 132, wherein the communication includes at 
least one of the following message types: page, e-mail, and voice communication. 

134. The system according to claim 1 13, wherem said processor is further operable 
to at least partially disable the asset in response to receiving the impact signals. 

135. The system according to clahn 113, further comprising wireless network 
infrastructure operable to prevent usage of one or more assets from being utilized by the 
operator involved with the impact of the asset. 

136. The system according to claim 113, further comprismg a sensory signal 
gen^ator operable to notify other indi\dduals in the vicinity of the impact of the asset. 

137. The system according to claim 113, wherein said processing is further operable 

to: 

determine time of impact; and 

store the time of impact in association with the dataset. 
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138. The system according to claim 1 13, wherein the level of impact is indicative of 
severity of impact. 

139. A method for monitoring impact of an asset, said method comprising: 
receiving an operator identifier of the asset prior to the asset being operated; 
receiving at least one impact signal; 

determining, based on the at least one impact signal, a level of impact; and 
storing the operator identifier and level of impact as a dataset. 

140. The method according to claim 139, wherein said receiving the at least one 
impact signal includes determining a change in G-force. 

141. The method according to claim 139, wherein the asset is an automobile or 

truck. 

142. The method according to claim 139, wherein the asset is an mdustrial or 
miUtary asset. 

143. The method according to claim 139, further comprising: 
forming an indicator; and 

applying the indicator to the dataset. 

144. The method according to claim 143, wherein the indicator is a transaction 

code. 

145. The method according to claim 143, further comprising: 
determining whether a communication link to a wireless network exists; and 

if the communication link exists, transmitting the stored dataset to the wireless 
infrastructure. 
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Otherwise, upon the communication link becoming estabUshed, transmitting the stored 
dataset to the wireless infrastructure. 

146. The method according to claim 145, further comprising storing the dataset in 
the wireless infrastructure. 

1 47. The method according to claim 139, further comprising: 
determining assignment status of the vehicle at the time of impact; and 

storing the assignment status with the dataset. 

148. The method according to claim 139, further comprising: 

wirelessly receiving an impact threshold indicative of an impact severity above which 
to store the at least one impact signal in response to an iiiq)act; and 

storing the impact signals in response to the impact level crossing the impact 

threshold. 

149. The method according to claim 148, wherein the impact severity includes 
impact level and duration. 

1 50. The method according to claim 139, further comprising: 
determining time of impact; 

monitoring a state of a device operable to move a least a portion of the asset at the 

time of impact; and 

storing the state witii the dataset 

151. The method according to claim 139, further comprising: 
determining time of impact; 

determining location of the asset at the time of impact; and 
storing the location of the asset with the dataset. 
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1 52. The method according to claim 139, further comprising: 
receiving the dataset; and 

analyzing the dataset. 

153. The method according to claim 152, wherein said analyzing is performed 
substantially real-time. 

1 54. The method according to claim 1 52, further comprising: 
generating a message indicative of the impact; and 

communicating the message to a supervisor or an authority for notification of an 
impact of the asset 

155. The method according to claim 154, wherein said communicating includes at 
least one of the following message types: page, e-mail, and voice communication. 

156. The method according to claim 139, further comprising at least partially 
disabling the asset in response to receiving the impact signals, 

157. The method according to claim 139, further comprising preventing usage of 
one or more assets from being utilized by the operator involved with the impact of the asset. 

158. The method according to claim 139, further comprising producing a sensory 
signal to notify other individuals in the vicinity of the impact of the asset. 

1 59. The method according to claim 139, further comprising: 
determining the time of impact; and 

storing the time of impact in association with the dataset. 
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160. The method according to claim 139, wherein the level of impact is indicative 
of severity of impact 

161. A system for monitoring impact of an asset, said system comprising: 

means for receiving an operator identifier of the asset prior to the asset being 

operated; 

means for sensing an unpact and generating at least one impact signal; 

means for processing the at least one impact signal having said means for 
processing the at least one impact signal being in commnnication with said means for sensing 
an impact; 

means for determining, based on the at least one impact signal, a level of impact, said 
means for determining the level of impact being operated by said means for processing; and 
means for storing the operator identifier and level of impact as a dataset 

162. The system according to claim 161, fiirther comprising: 

means for forming an indicator operated by said means for processing; and 
means for applying the indicator to the dataset operated by said means for 

processing. 

1 63. The system according to claim 161, fiirther comprising: 

means for determining whether a communication link to a wireless network exists; 
means for transmitting the stored dataset to the wireless infi-astructure if the 

communication link exists; and 

means for maintaining the stored dataset until the communication Hnk becomes 
established in communication with said means for transmitting for transmission of the dataset 
to the wireless infrastructure in response to the communication Mnk becoming established. 

164. The system according to claim 161, fiarther comprising means for storing the 
dataset in the wireless infrastructure. 
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1 65 . The system according to claim 161, further comprising: 
means for determining time of impact; 

means for determining assignment status of the asset at the time of impact 
operated by said means for processing; and 

means for storing the assignment status with the dataset operated by said means for 
processing. 

166. The system according to claim 161, further comprising: 

means for receiving an impact threshold indicative of an impact severity above 
which to store the at least one impact signal in response to an impact, said means for receiving 
the at least one impact threshold being operated by said means for processing; and 

means for storing the at least one impact signal in response to the impact 
severity crossing the impact threshold. 

167. The system according to claim 161, further comprising: 

monitoring a state of a device operable to move at least a portion of the asset at the 
time of impact in communication with said means for processing; and 

means for storing the state with the dataset, said means for storing said means for 
processing. 

168. The system accordmg to claim 161, further comprising: 

means for detemiining location of the asset at the time of impact in communication 
with said means for processing; and 

means for storing the location of the vehicle with the dataset, said means for storing 
the location being operated by said means for processing. 

1 69. The system according to claim 161, further comprising: 

means for receiving the dataset operating within a wireless infrastructure; and 
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means 



for analyzing the dataset operating within the wireless infrastructure. 



170. The system according to claim 169, wherein said means for analyzing operates 
substantially real-time. 

171. The system according to claim 169, further comprising: 

means for generating a message indicative of the impact dataset, said means for 
generating a message in communication with said means for analyzmg; and 

means for communicating the message to a supervisor or an authority for notification 
of an impact of the asset, said means for comn.unicating in communication with said means 
for generating the message. 

172. The system according to claim 161, further comprising means for at least 
partiaUy disabling the asset in response to receiving the at least one impact signal, said means 
for at least partially disabling being in communication with said means for processing. 

173. The system according to claim 161, further comprising means for preventing 
usage of one or more assets from being utilized by the operator involved with the impact of 
the asset, said means for preventing usage being in commmiication with means for processing. 

174. The system according to claim 161. ftirther comprising means for generating a 
sensory signal in communication with said means for processing and operable to notify other 
individuals in the vicinity of the impact of the asset. 

175. The system according to claim 161, further comprising: 
means for determining time of impact; and 

means for storing the time of impact in association with the dataset. 
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176. The system according to claim 161, wherein the level of impact is indicative of 
severity of impact. 

177. A system for analyzing data associated with assets monitored by an asset 
management system, said system comprising: 

a database containing the data associated with the assets being monitored by the asset 
management system, the data being generated in response to events occurring in association 
with respective assets; 

a computing unit in communication with said database; 
softv^'are executable by said computing imit and operable.to: 

receive a request to select specific data associated with the assets; and 
process the selected specific data to form a dataset based on the events 
of the respective assets to generate a report for a user of the asset management system to view; 
and 

a display device in communication with said computing unit and operable to 
receive and display at least a portion of the dataset based on the events of the respective assets 
for the user to view. 

178. The system according to claim 177, wherein said software is further operable 
to generate a graphical representation of the dataset 

179. The system according to claim 177, wherein said database includes multiple, 
related portions having relationships of at least one common data element. 

180. The system according to claim 177, wherein said database further includes 
event indicators representative of an event type. 



93 



PCT/US2004/013039 

WO 2004/1 J 2403 

181. The system according to claim 180, wherein the event indicators include 
operator identifiers generated in response to operators of the assets interacting with at least 
one component of the asset management system to utiUze the asset. 

182. The system according to claim 180, wherem the event type includes 
completion of an OSHA related questionnaire. 

183. The system according to claim 180, wherein the event type includes start and 
stop times of the assets. 

184. The system according to claim 180, wherein the event type includes entry into 
an unauthorized area for the vehicle. 

185. The system according to claim 180, wherein the event type includes entry into 
an unauthorized area of an operator of the asset 

1 86. The system according to claim 177, wherein the assets are mobile. 

187. The system according to claim 177, wherein the assets are stationary. 

188. The system according to claim 177. wherein the dataset formed by the 
processing of said software includes data representative of utilization of the assets. 

189. The system according to claim 188, wherein the utilization includes a value 
indicative of the number of different assets used. 

190. The system according to claim 188, wherein the utilization includes a value 
indicative of the peak number of assets used. 
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191. The system according to claim 188, wherein the utilization includes a value 
indicative of the average number of assets used relative to the total number of assets. 

192. The system according to claim 188, wherein the dataset is fomied for a time 
duration selected by the user. 

193. The system according to claim 188, wherein the utilization includes an 
accumulated amount of time that the assets are utilized to perform operations. 

194. The system according to claim 193, wherein the operations include motion 

time. 

1 95. The system according to claim 1 93, wherein the operations include log-in time, 
i 96. The system according to claim 1 93, wherein the operations include lift time. 

197. The system according to claim 193, wherein ssad software is further operable 
to compare actual accumulated amount of time that the assets are utilized with planned 
utilization of the assets. 

198. The system according to claim 197, wherein the comparison is performed with 
respect to available resoiu-ces. 

199. The system according to claim 198, wherein the available resources includes 
vehicles or operators. 

200. A method for analyzing data associated with assets monitored by an asset 
management system, said method comprising: 

monitoring events occurring in association with the assets; 
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generating data associated with the respective assets being monitored and in response 
to events occurring with respective assets; 

communicating the data generated to be stored in a database; 
storing tiie data in the database; 

receiving a request to select specific data associated with the assets; 

processing the selected specific data to form a dataset based on the events of the 
respective assets to generate a report for a user of the asset management system to view; and 

displaying at least a portion of the dataset based on the events of the respective assets 
for the user of the asset management system to view. 

201. The method according to claim 200, further comprising generating a graphical 
repres^tation of the dataset. 

202. The method according to claim 200, fiurther comprising forming the database 
as multiple, related portions having relationships of at least one common element. 

203. The method according to claim 200. wherein said generating data includes 
generating event indicators representative of an event type. 

204. The method according to claim 203. wherein the generation of event indicators 
includes generating an operator identifier m response to an operator of the asset interacting 
with at least one component of the asset management system to utilize the asset. 

205. The method according to claim 200. fiirther comprising displaying an OSHA 
related questionnaire operable for an operator of an asset to answer. 

206. The method according to claim 200. wherein said generating of the data 
includes generating start and stop times of the asset in response to the asset being started and 
stopped. 
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207. The method according to claim 200, wherein said generating of the data 
includes generating an alert identifier in response to the asset entering an unauthorized area. 

208. The method according to claim 200, wherein said generating of the data 
includes generating an alert identifier in response to an operator of the asset entering an 
unauthorized area. 

209. The method according to claim 200, wherein said generating includes forming 
data representative of utilization of the assets. 

210. The method according to claim 209, wherein the forming of data representative 
of utilization of the assets includes foiming a value indicative of the number of different assets 
used. 

211. The method according to claim 209, wherein the forming of data representative 
of utilization of the assets includes forming a value indicative of the peak number of assets 
used. 

212. The method according to claim 209, wherein the forming of data representative 
of utiHzation of the assets includes forming a value indicative of the average number of assets 
used relative to the total number of assets. 

213. The method according to claim 209, wherein the forming is based on a tune 
duration selected by the user. 

214. The method according to claim 209, wherein the forming of data rqiresentative 
of utilization of the assets includes an accumulating an amount of time that the assets are 
utilized to perform operations. 
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215. The method according to claim 214. wherein the operations include motion 

time. 

216. The method according to claim 214, wherein the operations include log-in 

time. 

217. The method according to claim 214, wherein the operations include lift time. 

218. The method according to claim 214, further comprising comparing actual 
accumulated amount of time that the assets are utilized with planned utilization of the assets. 

219. The method according to claim 218, said comparing is performed with respect 
to available resources. 

220. The method according to claim 219, wherein the available resources includes 
vehicles or operators. 

221 . A method for monitoring utilization of an asset by an operator of the asset, said 
method comprising: 

generating an event start notification associated with the operator starting an operation 
with the asset; 

initializing an event counter value in response to the event start notification to 
maintain a count associated with an operating parameter of the asset as utilized by the 
operator, 

updating the event counter value until an event stop notification is received; 
generating an event stop notification associated with the operator stopping the 

operation with the asset; and 

storing the event counter value in association with infomiation related to the operator. 
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222: The method according to claim to claim 221, further comprising accessing 
stored information associated with the operator in response to the event start notification. 

223. The method according to claim to claim 221, wherein said initializing the event 

counter value includes: 

accessing a stored global counter value associated with the operator, and 
setting the event counter value to the global counter value. 

224. The method according to claim 221, wherein said generating the event start 
notification is in response to receiving a login request fi-om the operator. 

225. The method according to claim 221, wherein said initializing the event counter 
value includes setting the event counter value to zero. 

226. The method according to claim 221, fiulher comprising collecting data 
associated with the operating parameter of the asset. 

227. The method according to claim 221, wherein the operating parameter is 
utilization time of the asset by the operator. 

228. The method according to claim 221, wherein said updating the event counter 
value includes increasing the event counter value on a substantially periodic basis. 

229. The method according to claim 22 1 , fiirther comprising: 
establishing a conmnunication link; and 

communicating the stored information including the event counter value. 
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230. The method according to claim 221, wherein the starting of the operation 
includes starting a device operable to move at least a portion of the asset. 

231. The method according to claim 221, wherein the starting of the operation 
includes utilization of the asset. 

232. A device for monitoring utilization of an asset by an operator, said device 
comprising: 

a memory unit operable to store information associated with the asset and operator, 

a database stored in the memory unit and operable to maintain data elements; 

an operator interface operable to receive input from the operator; 

an input/output (I/O) unit operable to communicate with a sensor coupled to the asset; 

a processing unit in communication with said memory unit, I/O unit, and operator 

interface, said processing unit operable to: 

generate an event start notification in response to the operator starting the 

operation with the asset; 

initialize an event counter value in response to the event start notification to 

maintain a count for the operating parameter of the asset as utilized by the operator; 

update the event counter value until an event stop notification is generated; 
generate an event stop notification associated with the operator stopping the 

operation with the asset; and 

store the event counter value in said database in relation to the information 

associated with the operator. 

233. The device according to claim 232. wherein said computing unit is fiirther 
operable to access stored information associated with the operator in response to the event 
Start notification. 
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234. The device according to claim 232, wherein during the initialization of the 
event counter value, said processing unit is further operable to: 

access a stored global counter value associated with the operator; and 
set the event counter value equal to the global counter value. 

235. The device according to claim 232, wherein the generation of the event start 
notification is in response to a login request by the operator of the vehicle via said operator 
interface. 

236. The device according to claim 232, wherein during the initialization of the 
event counter, said processing unit is further operable to set the event counter value to zero. 

237. The device according to claim 232, wherein said processing unit is further 
operable to collect data associated with the operating parameter of the asset utilizing the 
sensor coupled to the asset. 

238. The device according to claim 232, wherein the operating parameter is 
utilization time of the asset by the operator. 

239. The device according to claim 232, wherein said processing unit is operable to 
increase the event counter value on a substantially periodic bases. 

240. The device according to claim 232, wherein said processing unit is further 
operable to: 

establish a communication Unk with a wireless infrastructure; and 
communicate the stored information mcluding the counter in the database to the 
wireless infrastructure. 
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241. The device according to claim 232, wherein the starting of the operation 
includes startmg a device operable to move at least a portion of the asset. 

242. The device according to claim 232. wherein the starting of the operation 
includes utilization of the asset. 

243. A method for gathering infomiation from an operator of an asset, said method 
comprising: 

forming a list of questions for response by the operator of the asset; 
distributing the Ust of questions to the asset; 

prompting the operator with a first question from the list of questions; 

receiving a response from the operator in response to the first question; 

based on the response, selecting a second or third question to prompt the 

operator; and 

prompting the selected second or third question for the operator to respond. 

244. The method according to claim 243, further comprismg providing 
predetennined responses for the operator to select to respond to the first question. 

245. The method according to claim 243, further comprising communicating a 
notification to someone other than the operator based on the response. 

246. The method according to claim 243, wherein the first, second, and third 
questions are related in a hierarchical structure, 

247. The method according to claim 243. further comprising disabUng at least a 
portion of the asset based on the response. 
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248. The method according to claim 243, wherein the first question is related to 
OSHA regulations. 

249. The method according to claim 243, further comprising: 
assigning the Ust of questions to a particular type of asset; and 

if the asset is of the particular type, then accessing the Ust of questions prior to 
prompting the operator with the first question. 

250. The method according to claim 243, further comprising: 
assigning the list of questions to a particular asset; and 
storing the list of questions at the particular asset. 

251. The method according to claim 243, further comprising assigning the list of 
questions to a group of operators. 

252. The method according to claim 25 1 , further comprising: 
determining a group that the operator is assigned; and 

if the operator is assigned to the same group that the list of questions is 
assigned, then accessing the list of questions to prompt the operator. 

253. The method according to claim 243, further comprising assigning the list of 
questions to a condition. 

254. The method according to claim 253, wherein said prompting the operator with 
the first question is in response to the condition that the list of questions is assigned occurring. 

255. The method according to claim 253, wherein said assigning the list of 
questions includes selecting a condition from a Ust of conditions including at least one of the 
following: date, time, location, battery voltage, sensed operation of the asset, and impact. 
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256. The method according to claim 253, further comprising deteimining whether to 
display the list of questions again based on the response from the first question, being related 
to the condition, after the occurrence of the condition. 

257. A system for gathering information from an operator of an asset, said system 
comprising: 

a managemOTt computing system operable to maintain a list of questions for 

response by the operator of the asset; 

a wireless infrastructure in communication with said management computing 
system and operable to distribute the list of questions to the asset; and 

an asset communicator associated with the asset and in wireless 
communication with said wireless infrastructure, said asset communicator including (i) a 
wireless communication unit operable to receive the Ust of questions from said wireless 
infrastructure, (ii) processing unit in communication with the wireless conmiunication unit 
and operable to receive the list of questions from the wireless communication unit, (iii) 
storage unit in communication with the processing unit and operable to store the Ust of 
questions, (iv) display unit in communication with the processing unit, and (v) input mterface 
in communication with the processing unit, the processing unit further operable to: 

prompt the operator with a fust question from the hst of questions via 

the display unit; 

receive a response from the operator utilizing the input interface in 

response to the first question; 

select either a second or third question to prompt the operator based on 

the response; and 

prompt ttie selected second or third question on the display unit for the 

operator. 
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258. The system according to claim 257, wherein said management computing 
system is furthCT operable to receive and distribute, via said wireless infrastructure to said 
asset communicator, the predetermined responses for the operator to select to respond to the 
first question. 

259. The system according to claim 257, wherein the processing unit is further 
operable to generate and communicate a notification to someone other than the operator via 
said wireless infrastructure based on the response. 

260. The system according to claim 257, wherein the first, second, and ttiird 
questions are related in a hierarchical structure. 

261. The system according to claim 257, wherein the processing unit of said asset 
communicator is fiirther operable to disable at least a portion of the asset based on the 
response to the first question. 

262. The system according to claim 257, wherein the input interface is a key pad or 
touch screen integrated with the display unit. 

263. The system according to claim 257, wherein the first question is related to 
OSHA regulations. 

264. The system according to claim 257, wherein said management computing 
system is ftirther operable to assign the Ust of questions to a particular type of asset and, if the 
asset is of the particular type, then said asset communicator is ftirther operable to access the 
Ust of questions prior to prompting the operator with the first question. 
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265. The system according to claim 257, wherein said management computing 
system is ftirther operable to assign the list of questions to a particular asset and the processing 
unit is further operable to store the list of questions m the storage unit. 

266. The systan according to claim 257, wherein said management computing 
system is ftirther operable to assign the list of questions to a groxxp of operators. 

267. The system according to claim 266, wherein the processing unit is further 
operable to: 

determine a group that the operator is assigned; and 

access the list of questions to prompt the operator if the operator is assigned to 
the same group that the Ust of questions is assigned. 

268. The method according to claim 257, wherein said management computing 
system is further operable to assign the list of questions to a condition. 

269. The method according to claim 268, wherein the processing unit is further 
operable to prompt the operator with a first question is in response to an occurrence of the 
condition that the list of questions is assigned. 

270. The method according to claim 268, wherein the assignmait of the Ust of 
questions via the management computing system includes providing a Ust of conditions for 
selection, wherein the list of conditions includes at least one of the following: date, time, 
location, battery voltage, sensed operation of the asset, and impact. 

271. The method according to claim 268, wherein said asset communicator is 
further operable to determine whether to display the list of questions again based on the 
response from the first question, being related to the condition, after tiie occurrence of the 
condition. 
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